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Channel Coding

Coding to cope with transmission error at the channel
Error correction ability given by additional redundancy
Based on algebra

Typical error correction code

— Parity check code

— Hamming code

— Cyclic code

— BCH code

— RS code
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FERYTAHBLMAS
- F—HEHIT 4x5=20 @1
X (20/12=1.66...)

Parity Check Code

Horizontal, Vertical Parity Code
— Array 12 binary data to 3x4

matrix 1 0 1 0
— Add parity bit to have even 1 0 0 1

“1"s in row and column

— Add horizontal parity bit to
#5256 S / Coding Theory and Cryptography 6

vertical parity bits
— Increased number of data
4x5=20 (20/12=1.66...)

S-S / Coding Theory and Cryptography




e — = -
N)TAREFE (2) Parity Check Code (2)
m RYFTIERED m  Error Correction Ability
- TABLUNNITAHEER — We know the existence
ELT, “1"0fAEBHIZES of error when we do not
BWNEE, ZOTHDHLET have even numbers of
DTF—RIZBYAHBEM “1” in row and column
*”?‘5 ) — 1 bit error correction
- 1EVrDETEREN — Determination of error
- BRYEYFDOWEX, KFEBK bit can be turned out
VEED/NTARECRE from horizontal and i
AHBITBLVIINSEHIS vertical parity check I:I Parity error
, ﬁ%@ﬁ%ﬁi&&‘i@‘ﬁ%ﬁ‘gfwﬁ% Cryptography 7 o ﬁ%ﬁ%@i@éﬁw%mqm Cryptography 8
- » e . .
NS ERE Hamming Distance
B NAFIRSNENSNREDIDEER m  Define how binary codes are different
- B — example
« 001100 AY 001001 IZFE-71=15E, FHEMNELH>TS = Distance equals to “2” when code “001100” is
Evki25FHEDT, ERE2LEEHRT D changed to “001001” since there are two
locations where bits are different
B BEEn DONAFUHES XY DNIUT R m  Hamming distance of binary code X,Y with length n
n n
d(X.Y)=>(x®Yy,) d(X.Y)=>(x®Yy,)
i=1 i=1
X =X Xy X, X =X, Xy oo X,
Y=y1y2...yn Y=y1y2...yn
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- » e . .
NSV EEE (2) Hamming Distance (2)
B EEFEIHHAREN m  Operator is Exclusive or
— —HLTWAEEICIF 0, F—HODLEITIE 1 — Defined as 0 in accordance, otherwise 1
0©0=0 0©0=0
0®l=1 0®l=1
1®0=1 1®0=1
1®1=0 1®1=0
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NSV EEE (3)

B NSV EREFIALRYBRERSOBMRL

- 3EYrEE
- 000, 001, 010, 011, 100, 101, 110, 111
— BEWINIVTERMN2LLD LS IL—T L
- 4 )L—71: 000, 011, 101, 110
- 4 )L—72: 001, 010, 100, 111
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Hamming Distance (3)

® Construction of error check code using Hamming
distance

— 3 bit code
- 000, 001, 010, 011, 100, 101, 110, 111

— Grouping so as to have Hamming distance=2 each
other

= Group 1: 000, 011, 101, 110
< Group 2: 001, 010, 100, 111

#S3EiR-FE SR / Coding Theory and Cryptography 14

NSV ERE (4)

Hamming Distance (4)

FEER-ES

B NIUYBERERALLRYBRERSOERLES) m  Construction of error check code using Hamming
— JL—TLUIEVMRYNHDE, TIL—T21 8510, BBY distance(cntd.)
DR AETEE — 1 bit error in Group 1 results to move to Group 2.
o TIL—TLL1OBEHAMERIE(BE/ T 112 L) Thus, error can be detected
o FI—T20F1 0B HFHE G/ T/IZHEY) = Group 1 has even number of “1” (even parity)
= Group 2 has odd number of “1” (odd parity)
Jn—71 Jn—72
Groupl Group2
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NSV EEE (5) Hamming Distance (5)
B NSV EEEMALRYREITEDER2 m  Construction of error correction code using Hamming
— NIV B3 B2 0D VS R , e
- 000 & 111 — 3 bit code with Hamming distance 3
N < 000 and 111
- S REE L) AN _ 8. S IL—T 4
o= Sg"ohﬁfiﬁl](t:__fjci? ?%Z);JJ:ZTHH: REEY Ao T — Grouping for additional 1 bit error
. ZETELHE , 1IEvhR >f= - ’ ’
o Ny = 000 can be received correctly and 1 bit error is
BAODHEEETIN—T1ETD added (Group 1)
— 000, 001, 010, 100 — 000, 001, 010, 100
o LUIAEKRETELBAS LY, 1IEVRRYA D12 = 111 can be received correctly and 1 bit error is
BEDHEETIN—T2L55 added (Group 2)
— 111, 110, 101, 011 — 111, 110, 101, 011
#5125 -6 SE / Coding Theory and Cryptography 17 #5256 SEHM / Coding Theory and Cryptography 18
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NSV EEE (6)

- “1” oE#H,SLETHAIE “000”, 2@THNIE “111" IZ5T

Hamming Distance (6)

— When the number of “1” is one, we can correct
ETES received code to “000”, if two, it should be “111”
FL—71 TIL—72 Groupl Group2
011 011
110 110
Hammin
distance 3
101 101
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Error Correction Ability

5 =71 ®  Minimum Distance < i
- TIL—72 . foup Group2
o =mind(x;,y;) o =mind(x;,y;)
o N s ®  Condition for Grouping
B A W, o —_
. nkUbeLE Jw)jﬁ;f'a)’j» 7 (error correction) when
SHGRYITE) D&M errors are b bits
d.,>2b
min dmin >2b
m YA b+IEVRLE, b+cE vk m  Condition for error detection
UTOBE0RYREOEM when errors are more than
b+1and less than b+c bits
dmin>2b+c dmin>2b+c
#5256 S / Coding Theory and Cryptography 21 #5256 SEH / Coding Theory and Cryptography 22

(7,0 NIVTHE

B ABEDERE YR X, Xy, Xg, X, [SHLTREE W ¢, ¢y, ¢ ZHER
Cl =X+ X, + X5
C,

= XXt X,
Ca=X,+X, +X,
. FEEOMK

W=(X;,%;,%5,%,,C1,C,,C5)

#5125 -6 SE / Coding Theory and Cryptography 23

(7,4)Hamming Code

B Create parity bits c,, ¢,, ¢; for 4 data bits Xy, X,, X3, X,
Cp =X + X, +X;
C, = Xy + X3+ X,
C; =X +X, + X,

m  Structure of codeword

W= (X, %;,%5,%,,C1,C,,C5)

#5256 SEHM / Coding Theory and Cryptography 24
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Y- .
(7, 8)N\ZVTF5 (2) (7,4)Hamming Code (2)
n RS m  Codeword
Xy || Xa || Xa | Xy Cy Xy | X | X Xy €y Xy || Xa || Xa | Xy Cy Xy | X | X Xy €y
0000 0 1]o|o|o [ 0fofo]o 0 1]o|o|o [
0001 1 1]o|o |1 g 0001 1 1]o|o |1 g
0fo01]o0 0 1]0 |1 |o [ 0fo01]o0 0 1]0|1 |0 [
0011 1 1]0|1 |1 |0 0011 1 1]0|1 |1 |0
0f1]0]o0 1 1{1]0 |0 |0 0f1]0]o0 1 1{1]0 |0 |0
0101 0 110 |1 |0 0101 0 110 |1 |0
0(11]o0 1 111 |o [ 0(11]o0 1 111 |o [
0111 0 1111 @ 0111 0 1111 @
HSIEiM -1 SIEMR / Coding Theory and Cryptography 25 #S3EiR-FE SR / Coding Theory and Cryptography 26
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(7, H)N\ZVTH/S (3) (7,4)Hamming Code (3)
. N\YTREAER m  Parity Check Equation
X +X,+%X+C =0 X +X,+%X+C =0
X, + X, +X,+C, =0 X, + X, +X,+C, =0
X + X, +X,+C; =0 X +X, +X,+C; =0
n REE y=(yy, .. yy) ST B URO—L4 ®  Syndrome to received data y=(yj, ... Y;)
S =Y, +Y,+Y;+Ys SURA—LN)TAREFERX S;=Y,+Y,+Ys+Ys Syndrome: result to substitute
_ [CREEERALIBER received data to parity check
S =Y+ Y+ YatYs i =Yt Ys Vet Vs guari
quation
S3=Y1tY.+Y.tY, S3=YitY.+Y.t Y,
#5256 S / Coding Theory and Cryptography 27 #5256 SEHM / Coding Theory and Cryptography 28
Iy .
(7, A)NZTFF () (7,4)Hamming Code (4)
B UURO—AIFRY/RE— e=(e,, ... &;) TRED m  Syndrome is determined by error pattern e=(e,, ... ,e;)

S, =6 +6€,+¢&; + €

S,= e +e,+e,  +6
s, =e +e, +e, +e
#5125 -6 SE / Coding Theory and Cryptography 29

S, =6 +6,+6  +6&
S,= &, te,+e,  +&
s,=6,+68, +6, +e

#5256 SEHM / Coding Theory and Cryptography
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(7, 4\ 55 (5)
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(7,4)Hamming Code (5)

B Syndrome to one bit error

Error pattern Syndrome

#S3EiR-FE SR / Coding Theory and Cryptography
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— B LN\ HE

. FESOTHRE

[w, ] [1 0]

W, 1 M

W, 1 xl
w=|w,|=[0 1 XZ =Gx

w, | |1 10 X3

w, | |0 1

lw, | |1 1]
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Generalized Hamming Code

B Matrix representation for code

w, 1 0
W. 1 -
w2 1 %
e Xl
w=|w,|=|0 1 y =Gx
w,| |1 110"
X
w,| [0 1 1
lw, | [1 1 1]

#5256 SEHM / Coding Theory and Cryptography
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—RRIENIVTFHE (2)

Y TAREFEADOTIIRE

1110100
H=01 11010

1101001
Hw =0

m JURO—LDOTHIRE
s=Hy=H(w+e)=Hw+He=He

#5125 -6 SE / Coding Theory and Cryptography
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Generalized Hamming Code (2)

B Matrix representation for Parity check equation
1110100
H=0 111010
1101001
Hw=0
®  Syndrome by the matrix

s=Hy=H(w+e)=Hw+He=He

#5256 SEHM / Coding Theory and Cryptography

36

SR -5 / Coding Theory and Cryptography




—BIENIDITFE (3)

NYTAREITIDO—ME

Generalized Hamming Code (3)

m  Parity check matrix for general case

- HS&K: n=2m-1 — Code length: n=2m-1

- BREEYMR:m — Parity bits: m

— fERE VMK k=n-m — Information bits: k=n-m
1 .-011 0 1 011 0
0 11 1 0 11 1

H= H=
1 10 1 1 10 1
1 000 1 1 000 1
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KEFF=& Cyclic Code

B KERFSEE. FEELIEVRT DU IO THERTESLHNE m  Cyclic code can be constructed by shifting every 1 bit
B BCHRSVHENIVIHELRE of the original code
B MU RALIMERICKYBEEICERTES m  Typical codes are BCH code and Humming code
m BYRBLEBEAEBRCHEETES ®  Easy construction by shift register and adder
m  error check can also be realized by simple circuit
#5256 S / Coding Theory and Cryptography 39 #5256 SEHM / Coding Theory and Cryptography 40
N L= A
KBRS DB Example of Cyclic Code
m  {EREWhE3bit, REE v E4AbItIERE LK E RS DA m  Information bit: 3bit, check bit: 4bit
5 code
i THRE Y BREEVH mess Information bit check bit
#5125 -6 SE / Coding Theory and Cryptography 41 #5256 SEHM / Coding Theory and Cryptography 42
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KEFSDH (2)

B BAR2EIEYMER (X, X, Xg) 12T B/ )T 14E Yk (¢, ¢, €y
c,) DYERL

Example of Cyclic Code (2)

m  Calculation of 4 bit Parity (c,, c,, ¢;, ¢,) for 3 bit natural
binary information (x,, X,, X;)

CL=X%+X, CL=X +X
C, = X, + X5 C, X, + X5
Cy =X, +X, + X, Cy =X, +X, + X,
C, =X +X;3 C, =X +X;3
#ESER-IESEMA / Coding Theory and Cryptography 43 #ESER-I§SER / Coding Theory and Cryptography 44

K EIFFS0F (3)

YT REAER

Example of Cyclic Code (3)

B Parity check equation

W, + W, +w, =0 W, + W, +Ww, =0

W, + W, + W =0 W, + W, + W =0

W, + W, +W, +w, =0 W, + W, + W, +w, =0

W, + W, +w, =0 W, + W, +w, =0
#5256 S / Coding Theory and Cryptography 45 #5256 SEHM / Coding Theory and Cryptography 46

KEFFEDHF (4)

B UURO—LMEE

Sy =W AW, W,

Example of Cyclic Code (4)

m  Calculation of Syndrome

Sy =W AW, W,

S, = W, + W, +Wg S, = W, + W, +Wg
Sy =W, +W, +W, + W Sy =W, +W, +W, + W
S, =W, + W, + W, S, =W, + W, + W,
#5125 -6 SE / Coding Theory and Cryptography 47 #5256 SEHM / Coding Theory and Cryptography 48
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KEFSDH (5)

B JURO—LERIETHIT—

E A

o o [=RE-RE-RENEITE
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Example of Cyclic Code (5)

®  Syndrome and error

error pattern syndrome

#S3EiR-FE SR / Coding Theory and Cryptography
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W EIFFSDF (6)

B JURO—LERIETHIS—
— 1bit 3RYZETIEABE
— 2bit BYEEH AR

#5256 S / Coding Theory and Cryptography 51

Example of Cyclic Code (6)

B Syndrome and corresponding error

— we can correct 1bit error
— we can detect 2bit error

#5256 SEHM / Coding Theory and Cryptography
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RYRH

n 2{EHL
— (0011100)DIHE

e LURO—L%EHE
— s1=1, s2=0, s3=1, s4=1

o IMSBEHBLIIGEICIE, ODBEN-HEAEDEERIC
EFENLBUMERE VRERDD. Thidx1THEMS, I
IZBRYDHo=ZENRETES

- HE{EES1F (1011100) LHET S

#5125 -6 SE / Coding Theory and Cryptography 53

Error Detection

B Example 1
— In case of receiving (0011100)

« Calculate syndrome
— sl=1, s2=0, s3=1, s4=1

= When we detect three “1”s, mark position for
“0”. Here, it is “x1”. Thus, we know there is an
error at this position.

« Transmitted data is (1011100)

#5256 SEHM / Coding Theory and Cryptography
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BYBRE (2)

n 2{EH2
— (1110100)DHE
e JURO—L%EHE
— s1=0, s2=1, s3=1, s4=0
- 1AEHIBLTLDAD, 2EVRBYAHZZENHMND
. BYMEBOHEXTAIRE

#S3EiR-FE SR / Coding Theory and Cryptography 55

Error Detection (2)

m Example 2
— In case of receiving (1110100)
« Calculate syndrome
— s1=0, s2=1, s3=1, s4=0
= We know, there are 2 bits errors since “1”
appears at two positions.
= We cannot identify the location of error.

#S3EiR-FE SR / Coding Theory and Cryptography 56

RYRH (3)

. 2{EHI3
— (1011110)DiHE
- LURO—LEHE
— s1=0, s2=0, s3=1, s4=0
- 1OBRN-3FBDREEVICINRYTHEI LN DN D
- EEHSIE (1011100) LHET S

#5256 S / Coding Theory and Cryptography 57

Error Detection (3)

B Example 3
— In case of receiving (1011110)
« Calculate syndrome
— s1=0, s2=0, s3=1, s4=0
= We know, the third parity bit is an error since “1”
appears.
= Transmitted date is (1011100)

#5256 SEHM / Coding Theory and Cryptography 58

WEFFSDERL

B DI URBITEDHER
X3 Xz Xy
| &

2

[ ] mEsracsroorLozs)
@ : HtrmER
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Structure of Cyclic Code

m  Construction by shift register

X3 Xz Xy

| &

g

|:| : delay unit (1bit shift register)
@ : exclusive or

#5256 SEHM / Coding Theory and Cryptography 60
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— X7-1=(x+1) u(x) RY x5+x4+x3+x
— X7-1=(3+ x2+1) ug(x) |Y%L

#5125 -6 SE / Coding Theory and Cryptography 65

S = N q
KEFESDER (2) Structure of Cyclic Code (2)
m UINEMEONE ®  Processing of shift and addition
x3, X2, x1 x3, X2, x1
— — — —
X1+Xx2, X3, x2 X1+Xx2, X3, x2
S — S —
X2+Xx3, X1+Xx2, x3 X2+Xx3, X1+Xx2, x3
- S - S
X1+x2+x3, X2+X3, X1+x2 X1+x2+x3, X2+X3, X1+x2
—~— ~— (X14+X2)+(x2+x3) = X1+X3 —~— ~— (X14+X2)+(x2+X3) = X1+X3
X14X3,  X1+xX2+X3, x2+x3 X1+X3,  X1+x2+X3, x2+x3
—~ —~ (X1+x2+x3)+(x2+x3) = x1 —~ —~ (X1+x2+x3)+(x2+x3) = x1
x1, X1+x3, X1+x2+x3 X1, X1+x3, X1+x2+x3
—~ —~ (XL+X3)+(x1+x2+x3) = x2 —~ —~ (X1+x3)+(x1+x2+x3) = x2
x2, x1, X1+x3 X2, x1, X1+x3
~ ~ X3+(x1+x3) = x3 ~ ~ X3+(x1+x3) = x3
x3, X2, x1 X3 X2, x1
HSIEiM -1 SIEMR / Coding Theory and Cryptography 61 #S3EiR-FE SR / Coding Theory and Cryptography 62
s L= - g
KEFFEDER (3) Structure of Cyclic Code (3)
B VIR URAANIEVRDIERERA ®  Input 3bit data to shift register
— X1, x2, X3, x1+x2, x2+x3, x1+x2+x3, x1+x3, x1, — X1, X2, X3, x1+x2, x2+x3, x1+x2+x3, x1+x3, x1,
X2 ... X2 ...
XXXy X3XpX3 XaXsXeX7 u7: 1110010 XXXy X3XpX3 XgXsXeX7 u7: 1110010
“““““““““““ u6: 1100101 TIIII ) u6: 1100101
000 > 000 0000 (u0) u4: 1001011 000 > 000 0000 (u0) u4: 1001011
100 > 001 0111 (ul) ul- 0010111 100 > 001 0111 (ul) ul- 0010111
010 > 010 1110 (u2) U2+ 0101110 010 > 010 1110 (u2) U2+ 0101110
110 > 011 1001 (u3) u5: 1011100 110 > 011 1001 (u3) u5: 1011100
001 > 100 1011 (u4) u3- 0111001 001 > 100 1011 (u4) u3- 0111001
101 > 101 1100 (u5) 101 > 101 1100 (u5)
011 - 110 0101 (u6) 011 - 110 0101 (u6)
111 - 111 0010 (u7) 111 - 111 0010 (u7)
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ZIEARIR Polynomial Representation
B KEIFESEFESZERFX)TERT B Cyclic code is represented by code polynomial F(x)
F(x)=ag+a;x+a,x?+...+a,  x"1 F(x)=ag+a;x+a,x?+...+a,  x"1
ZZIT, (Ag, @y, 8y, - Any) [EFBEOEE VL where, (@, @y, @y, ... 8,.,) is each bit for codeword
B KEFSOFSEDZEXRREOH m  Examples for polynomial representation
— U4:1001011 > u,(X)=1+x3+Xx5+x5 — U4:1001011 > u,(X)=1+x3+Xx5+x5
— u5:1011100 > ug(X)=1+x2+x3+x* — u5:1011100 > ug(X)=1+x2+x3+x*
n X-1ORPMESH? ®  Whether polynomial is a factor of x’-1 or not?

— X7-1=(x+1) uy(x) residual x5+x4+x3+x
— X7-1=(x3+ x?+1) ug(x) no-residual

#5256 SEHM / Coding Theory and Cryptography 66
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ZIEARE (2)

UsOO[EX-1D BRI SRR (ER B HAG(X) £F5)

tOHFSFTRTERSEXTEYIINS

— Bl x4G(X) = x* (L+X2+X3+X4)= X4+XE6+X7+x8
= 1+x+x4+x8 (1100101:ug)

HESBERAF)EERZBERC)BLUEQX)DEFR
— FO)=G(x)Q(x)
TERE MIkR, BREE YFIMK
F(X): @ RHNn-1R
G(X):wmmREMR
QX)) EE REKk-1R

#S3EiR-FE SR / Coding Theory and Cryptography 67

Polynomial Representation (2)

us(x) is an irreducible polynomial (called Generator

polynomial G(x)) of x7-1

Other codes are all reducible by Generator polynomial

— example x4 G(x) = x* (L1+x2+x3+x4)= x4+x0+X"+x8
= 1+x+x4+x® (1100101:ug)

Relation between Code polynomial F(x) and Generator
polynomial G(x) and quotient Q(x)
- F)=G(x)Q(x)

information bit: k, check bit: m

F(x): largest order n-1

G(x): largest order m

Q(x): largest order k-1

#S3EiR-FE SR / Coding Theory and Cryptography 68

KEFSDEE

HE1
— kROERBBEAGCK)TEVINA(N-D)RUTDHSFIE
HXDERFIREHSEHERT S

#H2

— kKRDEMZBEXC)MNLERENDKEFSF, RESKUT
DEBDN—AMNRY(GERLTRET HRY)EITETED

#5256 S / Coding Theory and Cryptography 69

Characteristics of Cyclic Code

Characteristic 1

— A set of code polynomial, which is divisible by k-
order generator polynomial, with less than n-order
can construct cyclic code

Characteristic 2

— Cyclic code, which can be made from k-order
generator polynomial, can correct burst error less
than or equals to k bit

#5256 SEHM / Coding Theory and Cryptography 70

KEFSDHEE (2)

Bl G(X)=x*+x3+x2+1, FHFFE:(1001011)DiHFE
- FBEOZERARBEFC(X)E?
* Fe(X)=1+x3+x5+x6
— Fe()RRG(X)TEIYEINS?
* Fc(X)=G(x)(x2+1)
- HEHEEEVMEICKEERLTHELNAHSILG()TEY
gneg?
- (1001011) > (0111001)
* X3FC(X)=X3(1+X3+X5+X8) =X +X2+X3+X°

- —H@EIYIND)

#5125 -6 SE / Coding Theory and Cryptography 71

Characteristics of Cyclic Code
)

Example G(x)=x*+x3+x2+1, Codeword:(1001011)

— What is a polynomial representation for Fc(x) for the
code?

* Fe(X)=1+x3+x5+x6
— Is Fe(x) divisible by G(x) ?
* Fc(X)=G(X)(x?+1)
— Is a code obtained by 3 bit shift for the codeword
divisible by G(x) ?
- (1001011) > (0111001)
* X3FC(X)=X3(1+X3+X5+X8) =X +X2+X3+X°
= Accordance! (divisible)

#5256 SEHM / Coding Theory and Cryptography 72
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WEFFS DIERL

n EHREVEOHT LS
- fEREYR(dy, dy,. .0 NEBRESTSEEAP()E, H55
HRFO)DBERDKE YIRS St BT=Ox &R LD

XNKP(X)=dox"K+...+d,_,x"1

B ZEAXPH)EG(X)TEIY, BEQX), RYER(X)ET S
— X"KP(X)= G(X)Q(X)+R(X)

= ;ﬁ%IZR(X)’EﬁDi%k, GO TEV NS HSEERTE 2EIC
A

= XMPOYH+R(X)= G(X)Q(X)
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Creation of Cyclic Code

Carry up of information bit

— Multiply x"k to polynomial P(x) having information bit (do,
d,,...,d,.;) as elements in order to fit to higher k-th bit of
code polynomial
X KP(X)=doX" K+ +d|_ x"L

Divide polynomial x"*P(x) by G(x), Let quotient and residual
be Q(x) and R(x)
— X"KP(x)= G(X)Q(X)+R(X)

By adding R(x) to both terms, code, which is divisible by
G(x), can be obtained

— XkP(x)+R(X)= G(X)Q(X)
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KEIFFSDER (2)

. FEZBEAEFCOETHE
— FOY=G()Q()
= x"kP(x)+R(X)

ZZIZ, x"kP(x):1ERE vk
R(x):RREE YL
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Creation of Cyclic Code (2)

Let code polynomial be F(x), thus we have
- FOI=GIQM)
= X"KP(X)+R(x)

where, x"P(x): information bits
R(x): check bit
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