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B FHOERE
- &£A8G, EZQDEERBEKE<G,@>H
o HiE@IZTDOWLWTELTLS
o HiX@ITHLTHEEREMNKILTS

- BALTLBE&(F?
e £A8GHOTEX, VICBELTEZOFEAL-EEHFER
(x@y)LEEGIZET S

- fEEEEF?
e £AGHITEX,Y,ZIZHLT, (x@y)@z=x@(y@z)h f
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Group

B Definition of Semi-group

- For Set “"G”, operation “"@", Algebra <G,@> is called
“Semi-group” when the followings hold

e (Close for operation "@"”
e Associative law holds in operation “"@"”

— What is closed?

e For element x, y in set G, result of an operation
(x@y) also blongs to G

— What is associative law?
e For elements x,y,z in set G, (x@Qy)@z=x@(y@2z)
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B (2)

B BHOER
- FHBEIOTEOEHZEHRET HE
o H{uFzehFHETS
X@e=x
o BRFEXNFRET D

X@x=e
B TiREOTESE

- RERQAAHTHLE, 7T—NIVELLTFIEND
e X@Yy=y@X
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B Definition of Group
- Semi-group that satisfies the following
e Identity element “e” exists
Xx@e=x
e Inverse element x exists

X@x=e

B Definition of Commutative group

— Commutative for operation "@"”, sometimes called
“Abelian group”
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B ROTEE
- REKR<G,+,*>I12HT
o <G,+>IIA[#aEE
o <G *>II¥#f
o FHEXIIEZEHIZEHLT, GAIBLVEAIDBEIRY

- Bl EREIL?
o (xt+y)*z=(x*2)+(y*z)

- EfISEREL?
o Z¥(Xx+y)=(z*x)+(z*y)
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Ring

m Definition of Ring
- At algebra <G,+,*>, Ring satisfies follows

e <G,+> is Commutative Group

o <G,*>is Semi-group

e Operation "*” is right and left distributive to
operation “+”

— What is right distributive?
o (x+y)*z=(x*z)+(y*z)

— What is left distributive?
o Z¥(Xx+y)=(z*x)+(z*y)
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m IE
- IR<G,+ *>(2TBETAHTE<G,+ >Z M LMES
- MBICBITIEAMURTERZ, FLREFV, 0TERT
- <GF>IIFHBETHOIMNLEMTRIADHHEIIRSALY
o HERXHRMNFAETDHEE, HAIREMES

o <G ¥>HAMTHEHLEE, CORZTAMRIREMS
- IROERTEEDREAREFFLEL
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Ring (2)

m Note

Commutative Group <G,+> at Ring <G,+,*> is
called "G-module”

Additive identity element at Commutative Group
<G,+> is called “"null element, ” and noted as “0”

<G,*> is Semi-group. Thus, there may not be
“identity element.”

o If identity element exists, it is called “"Ring with
identity.”

o If <G,*> is commutative, this Ring is called
“"Commutative Ring.”

Operation in Ring does not contradict to the normal
algebra.
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IEDHl <Z2(6), +(mod N), *(mod N)>
- <Z(6), +(mod N)> [FELC T3, #EEEMRIL, EEH AR
o BfITHIHFE
0+i=i+0=i fori=0,1,2,3,4,5
o WRHREINFH
i+(6-)=(6-i)+i=0  fori=0,1,2,3,4,5
<Z(6), *(mod N)> [FEALTWL\B, f&EEMNMIL, FEMN AL
o BfITHIHFE
1*i=i*1=i fori=0,1,2,3,4,5
o WREREINFH
0*i=i*0=i fori=0,1,2,3,4,5
2*3=3%2=0 2*¥4=4%2=2 2*¥5=5%2=4
3*4=4*3=0 3*%5=5%3=73 4*¥5=5%4=2
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Ring (3)

Example: <Z(N), +(mod N), *(mod N)>
- <Z(6), +(mod 6)> is closed, associative, commutative
e Identity element exists
O+i=i+0=i fori=0,1,2,3,4,5
e Inverse elements exist
i+(6-i)=(6-i)+i=0 for i=0,1,2,3,4,5

- <Z(6), *(mod 6)> is closed, associative, commutative

e Identity element exists
1*i=i*1=j fori=0,1,2,3,4,5
e Inverse elements exist
O*i=i*0=i for i=0,1,2,3,4,5
2*¥3=3*2=0 2*¥4=4%2=2 2*¥5=5%2=4
3*¥4=4*3=0 3*5=5*3=3 4*5=5*%4=2
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IRIZEUWNT, i*j=0 (i,j¥0)MNRILT HETE, iLjITHEHEWVIZER
FOBRIZHBHELD. E2AT, <G(N), +(mod N), *(mod
N)>IZHEWNT, NARMDIGEIZIZZFRFNFEETEIHNEINE
.
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Quiz

When i*j=0 (i,j+0) holds at Ring, i and j are called
“zero divisor” each other. Show the existence of “zero
divisor” when N is a prime number at Ring <G(N),
+(mod N), *(mod N)> .

#h-ESSER / Coding Theory and Cryptography




(7

B KOES=
- R<R,+,*>I2HEVT, OLNDIT R TOTTRMNEH TR TH
BEE, CDIREARELDS

- FEICEVWTATHAHRZT AR ELD

- Q: AHE#2K, R: E#2K, C: MR LT, HE
BR<Q,+,*>, BEHUA<R, +,*>, EREA<C,+,*>[L7]
HA(K

- ROXSSZERBRDEAERELND
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Fiel

Definition of Field

— If all elements except for O are inverse elements,
this Ring <R,+,*> is called “Field”

If <R,*> is commutative, the field is called
“"Commutative Field”

For Q: Rational number, R: Real number, C:
Complex number, Rational number field<Q,+,*>,
Real number field<R,+,*>, Complex number
field<C,+,*> are commutative field

Size of R is called "Order” in algebra
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AT7IV, BlIRE, BIREIR
- ATTLIEFIRROBAEEST, ROMEEHET
o IIIRDIMEIZEIT HEFEBFTH S

e IDIEEDTaLRDIEBEDTrIZLT, arkUraldlliZ/E
95

EX. ORUVIEEDEHMEARDESIIIRETZILET. SinEEELT
022 3DEBRUIATTILELGS. AT 7ILIIIEICEAL TIX
EBOBETHAIND, IRREIZL>TEISKERERTES.

e I={0}:0, 3, -3,6, -6,9, -9, ..

e FE|R%E{1}:1,4,-2,7,-5,10, -8, ..

e FE|H%{2}:2,5,6 -1,8, -4,11, -7, ...
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Integer Ring

Ideal, Residue Class, Residue Class Ring

— Ideal "I"” is a subset or Ring "R” satisfies follows
e I is sub-group of "R” with regard to addition
e Fora€el and reR, ar€l, rael

- EX. Positive and negative integer and 0 are Ring.
Multiple number of 3 including O as a sub-group are
ideal. Ideal is sub-group with regard to addition,
thus, Ring "R” can be expanded to Residue Class
Ring.

e 1={0}:0,3,-3,6,-6,9, -9, ..
e Residueclass{1}: 1,4, -2,7, -

5, 10, -8, ...
e Residue class{2}: 2,5, -1, 8, -4, 11, -7,

Ui s
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BHIB (2)

¥ v Vi vw

B BHIROATTILEEIRER
- BHIRIZBWTHATDEENATT7ILTHS=ODLEH
D+REBRIIZTDEHREELNHIBHDIT RTOREHI L
5
o +HFHIZEASH
o MWEKHDIERIFI—VI)VEDEREAIZKSD. BHa, b
2L TRKZ®m-IBEqERIRD—EICEFRD.
a=bg+r (0=r<|b|)
CDEEEHr, sORRAHNEAMA LT d=ar+bsD2IC
EM1S. reATT7ILFDEDR/INDEHEL, sSEATTIL
FOMDEEDEHRLET DE, RARLFIMAIE d=ar+bs
M5 rel, sel s del E455. diZrDFs=n15 d
=r, LOLrIAT7ILEDEDR/INMNDEHRE=MSr<d,
PZIZr=d. 1 T7ILDEEDTSITTw/NTrDIEEL.
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B Ideal of Integer Ring and Residue Class Ring

— A necessary and sufficient condition for that a subset is
ideal at Integer Ring, is that the subset consists of
multiple numbers of a certain integer number

Sufficient condition is clear

Necessary condition is proved by Euclidean division
algorithm. For integer a, b, quotion g and residual r
are uniquely determined a=bqg+r (0=r<|b|)

in this case, greatest common divisor d can be written
by d=ar+bs. Let r be the smallest positive integer in
ideal, s be other integer in ideal, GCD d&€1 because
rel, sl from d=ar+bs. d is a divisor of r. Thus, d
=r, but r is the smallest integer in ideal. Thus, r<d,
r=d. Therefore, an element s of ideal is a multiple
number of the minimum element r.
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(3)

T v -

FATTIL(BIBATT7IL): BRO—DODITDEHEARKYEEA
TT7 I

- BOEDATTIVLEATTILTCHAEST, TA4TT7IIR(HIA
ATT7ILIR)ELS

BHrOBBEDEERNSLEBZATTILE(M)ENK. (NDEIR
FEAMEDRIRIBIRErE L LT HEHBIRELS

Bz RiET HBBIR(ZRET DEHDEIREBIR) DN ARZET
EFODRBETDEHE, IiMRBMTHAZETHD

RBPZTRLET DEBBIRMN AT 28%, MBpDHRIK, HHLME
PEDTZLOAOTRFEITERAKELY, GF(p)THLHT
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Principal Ideal: Ideal consists of multiple numbers of one
element in ring R

— A ring is called principal ideal ring if any ideal in Ring is
principal ideal

Ideal is noted as (r) if it consists of multiple of integer r.

Residue class ring created by residue class of (r) is called
integer ring with modulo r

A necessary and sufficient condition for that Integer Ring

(residue class ring with modulo r) becomes field is that r is a
prime number

Field, in which integer ring creates with modulo prime
number p, is called Galois Field having order p, Noted GF(p)
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A BRI

ARIAKEIE?
MELEEDHERAEREDOTHIGES
AO7AEELES
GF(q)TEY
qQZ L EZ S
BRRAIZGEAIAFRRHDANEIFDORETFEDESICHY LD
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Finite Field

What is finite field?

Addition and multiplication result in finite number of
element

Finite field is also called “Galois field”
Represented by GF(q)

A\ {4

q” is called “order”

Finite field exists when order q is prime number or
its power
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HIRA (2)

m HRAEDMA
- GF(3) mod3 MOEE&, #xhEFEENNVE
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Finite Field (2)

B Example of finite field

- GF(3) mod3 operation, needs existence of inverse
element
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IHXIRDATT7ILEEIR

B ZIRAREANZIAN
- AFOTZZRHBETOHIRMBXDZIRKF(X)Z, RFOLEDZ
IHIER S
o F(X)=fy+fix+fx2+ ... + f x"
fo, f1, f3, ..y F,EF
- FFORBERT IXDREBRBZELZEHADRALNS. &E
RBDBRENIOEZEAZE-VIZHEAEES

B BB IE
e C(x)=A(X)B(x)
FYPhdEE A(X), B(X)IXC(X)DEEK
ZIEXDIEANT, XREN-1UTOLNEEZIERXTE
FYYINGELNEEIC, BHZIEKXEELS
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Ideal of Polynomial Ring and
Residue Class

m Polynomial Ring and Irreducible polynomial
— Polynomial on Field F is defined as follows
o F(x)=fy+fix+fx2+ ... + f x"
fo, f1, f5, ..., f,EF
— The highest n of the nonzero f is called order. If the

number for highest order is 1, it is called monic
polynomial

B Irreducible polynomial
o C(xX)=A(X)B(x)
If divisible, A(x), B(x) is a factor of C(x)
It is called irreducible when polynomial order is n, and
cannot be divided by any polynomial with order less than
n-1
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IHXIRDATT7ILERIRE

e
v w

B 31—V yrFDERREDILE
- A(x)=B(x)Q(x)+R(x)
e Q(x): BZIEX
e R(X): EIRZLIER

B ZIEAEODATTIL
- ZIERIRIZBWT, HARDEENATTILTHAS=HD W)
ENDT+0EHIE, TOMBAEENHLIZERDIT NTODME
B(ZERABE)NOHEILETHD
e ZIERRIIFATTILIR
e ZIEAXBRDATTFIVITIEZDOR/NMNRBDE=YIZIER

o TDATTIIZEITHZERAITIIARATOIDE=YIZIE
R(ERZIERELIIND)DES
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Ideal of Polynomial Ring and
Residual Class (2)

B Extension of Euclidean division algorithm
- AX)=B(x)Q(x)+R(x)
e Q(Xx): quotient polynomial
e R(x): Residue polynomial

m Ideal of polynomial ring
— At polynomial ring, a necessary and sufficient

condition of that subset is ideal, is that they all are

multiple of one polynomial.

e Polynomial ring is principal ideal ring

e Ideal of polynomial ring is nonzero least order
monic polynomial
All polynomials are multiples of monic polynomial
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B GFQQ)DZIEA=Z=FRETHE

- BXROIEOH R={0, 1, X, Xx+1, X2, x2+1, x2+x,
X2+ Xx+1, X3, x3+x2, x3+X, X3+x2+X, X3+x2+x+1, ...

B F(X)= X2+ 1DEHDZIEXZRE
- I={0, x2+1, x(x%2+1), (x+1)(x2+1), x2(x2+1),
(x2+1)(x2+1), (x2+x+1)(x2+1), .... }
= {0, x2+1, x3+x2, x3+x2+x+1, x*+x?, ... }
- INFATTILH?
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Quiz

B Show all element of R which is polynomials on GF(2)

— Only low term R={0, 1, x, x+1, x2, x2+1, x2+X,
X24+Xx+1, X3, x3+x2, x3+X, X3+x2+X, Xx3+x2+x+1, ...

B Show multiple polynomials of F(x)= x2+1
- I={0, x2+1, x(x%2+1), (x+1)(x2+1), x2(x2+1),
(x2+1)(x2+1), (x2+x+1)(x2+1), .... }
= {0, x2+1, x3+x2, x3+x2+x+1, x*+x?, ... }
— Is this Ideal?
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ZIHIR D EZ

e
w v T

GF(2)IZBULTF(X)= X2+ 1[EA TP ILIDRIMNREDE=vI %
ISy

F(X)TE|o1=,ZDEIFRICKYRIFAFELRICHFEINSD

- {0}: ATTILZEDED, {1}, {x}, {x+1}

FRBIROMELERE

{0% {1}
{1} {0}
{x} {x+1}
{x+1} {x3}
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Residue Class Ring for
Polynomial Ring

F(x)= x2+1 is the least order monic polynomial at
GF(2)

Residue divided by F(x) is classified into 4 groups
- {0}: Ideal itself, {1}, {x}, {x+1}

Addition and multiplication of residual class ring
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B ZIRANIRDFIREDOANILRIR
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B Vector representation for polynomial ring
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IR DE|RFEIR

T i d

(2)

B GFQ2)I=B[H3F(X)=x*+ 1%L L ERDKMA
— R={03}, {1}, {x}, {x+1}, {2}, {x2+1}, {x2 +x3,

{x2+x+1}, {x3}, {3+1F, {x3+xF, {3+x+1F, {3
+x2}, {3+x2+1}, {3+x%+x}, {x3+x2+x+1}

B IRTEHAK
- IEDOH
o {Xp+{x2+1}={1}
o {X3}+{x3+x2+1}={x?2+1}
- FEEOH
o (X2} {x2+1}={x*+x2}={x%2+1}
o {X3}{3+Xx2+1}={X0+x>+x3}={x?+x+x3}
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Residual Class Ring for
Polynomial Ring (2)

B Polynomial algebra with modulo F(x)=x4+1 at GF(2)
- R={0}, {1}, {x}, {x+1}, {x2}, {x*+1}, {x* +x},

{x2+x+1}, {x3}, {3+1F, {x3+xF, {3+x+1F, {3
+x2}, {3+x2+1}, {3+x%+x}, {x3+x2+x+1}

B Generate Ring
- Example of addition
o {XpH{x2+1}={1}
o {X3}+{x3+x2+1}= {x2+1}
— Example of multiplication
o {X2} {xX?+1}={x4+x2}={x2+1}
o {X3}{3+Xx2+1}={X0+x>+x3}={x?+x+x3}
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K b2 [

BREENATTILELS

— I={0%}, {x+1}, {x2+1}, {x2+x}, {x3+1}, {x3+x7},
{x3 +x2}, {X3+x°+x+1%}
CDATTIVIZET DRI RBDZERESTL D&
o G(X)=x+1
e G(X)IFF(X)ZEIYENS
o IDFT{HX)IITRTG(X)DFE%K
e G(X)IXEMBIEXELIEINS

G (X)=x+1ZEMBIEXETHATTIL

o F(X)=x%+1
=(X+1)(x+1)(x+1)(x+1)
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Residual Class Ring for
Polynomial Ring (3)

B Subset becomes Ideal

— I={0%}, {x+1}, {x2+1}, {x2+x}, {x3+1}, {x3+x7},
{x3 +x2}, {x3+x2+x+1}
— The minimum order polynomial in this Ideal
o G(X)=x+1
e G(X) is divisible to F(x)
e Elements of I {H(x)} are all multiple of G(x)
e G(X) is called Generator Polynomial

— Ideal based on generator polynomial G;(x)=x+1

o F(X)=x%+1
=(X+1)(x+1)(x+1)(x+1)
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IHIUIRDHEIFRFEIR

v T \ i bl

(4)

B RISV RBDERMZIE
- G,(X)=(x+1)(x+1)=x2+1ZEREZERET AT 7L
o ZMDATTILDITILG,(X)DEE
o L={0}{x?+1}{x3+1}{x3+x°+x+1}

B {50 EDDEMBIER
- G3(X)=(x+1)(X+1)(X+1)=x34+X2+x+1ZERBIER LT
HATTIL
o L={0}{x3+x%+x+1}
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Residue Class Ring for
Polynomial Ring (4)

B Next, small order generation polynomial
- Ideal based on G,(X)=(x+1)(x+1)=x+1
e Elements of this ideal is multiples of G,(x)
o L={0}{x?+1}{x3+1}{x3+x°+x+1}

B Last generation polynomial

— Ideal based on
G3(X)=(X+1)(x+1)(x+1)=x3+x2+x+1

o L={0}{x3+x%+x+1}
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H a7k

B PO)EKRFOLOSERETS. =D EEP(X)HRFD L TEE#IL
S1E, P(X)ERET BRFD LD SERBOESERLAELT

FaplEDzE T HAGF(p)EL, P(X)DXR#HZEMET IL, p™
BEDORZERETHENTES. CheAOT7ERHLIVIEAREKEELT,
GF(p™)TXRI . RBDASEEDTERI 20 ELS. ARED
TTDHZERLEEL A

RFEERALLY, DL EINLEZEIRIEELS. P(X)D
REEMELTIZEEFIZ, MRDILKRAFELAS.
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Galois Fiel

m Let P(x) be polynomial on field F. If P(x) is irreducible
on field F, residue class ring of polynomial ring on field
F with modulo P(x) becomes field

Let F be GF(p) having p elements. Let an order of
P(x)be m. Field having p™ elements can be created.

This is called Galois Field or Finite Field, noted by
F(p™). It has a field having m-power of prime number
elements. Number of elements of GF is called order.

On the above, F is called ground field. Derived one is
called Extension Field. When the order of P(x) is m, it
is called m-th order Extension Field.
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H KR

_ IR /W N N ¥
- HE®& GF(P) = KL=t D
- GF(2) IZxLT GF(2™) IFHh K&

- IRETIE, FTIEBHZITTIE>HGES, mMREFNZIRKXDIRZ
n

B L KEDH
- GF(22)=GF(4) X GF(2) O XKIF
- B Z2EADEZETICMAS
- X?+Xx+1=0 [F2REGEHNZLEKXTHY, CDEazTIZMZ S
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Extension Field

B What is extension field?
— Finite field GF(P) is extended
- GF(2™) is extension field for GF(2)

— In extension field, element is not only integer but
root of m-th degree irreducible polynomial

B Example of extension field
GF(22)=GF(4) is an extension field for GF(2)
Root of irreducible polynomial is added

x2+x+1=0 is 2nd degree irreducible polynomial,
thus this equation’s root « is added to the element
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B HKAEDH(HE)
- 0, 1, abitiDTZEKRDH D
- KRTEBLEICAEDTIZEFEFNSD

o =1
1
o =

o’ =a+! (0’+oa+1=0,00=-0a)

o’ =ao’ =afa+l)=a+I+a=1
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Extension Field (2)

B Example of extension field(cntd.)
— Obtain other element from 0, 1, «

— In field, product of elements is included in the
elements of the same filed

1
a =

o’ =a+! (0’+o+1=0,00=-a)

o’ =ao’ =ofa+l)=a+l+o=]
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Wi KK (3)

Py—

B HKEOH(HE)
- GF(4)0,1, 0, 0> ZLeE9T S

+

0

fehe =O  Oxz SO
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Example of extension field(cntd.)
- GF(4) has element 0, 1, «, a?

+ 0 X | -X X

Uiad
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KK (4)

B —f2IC GF(2) OMRILKAE GF(2m)
- 0 8LV mMREHNZSEADIR

Z GF(2™) DIRIBITTEMFS
- 7P, ald 2m-1 FETLIZRES
o =1

- GF(2M) ORIBTTDASITEERBTE " RSRE"ELD
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Extension Field (4)

B In general, m-th degree extension field GF(2™) for
GF(2)
— We call 0 and root of m-th degree irreducible
polynomial

primitive element of GF(2™)

— Here, a to the power of 2™-1 result in 1
E—

o =1

— Representation of GF(2™) by primitive element is
called “power representation”
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Wi KK (5)

Py—

B RER[ERIFLRE
B GF(24), BEfIZIEER x4+x+1 DiRZasL=-BE

RERE |3, 0, a, 1 IZLAHER NIRILFRIE

0 0000
1 0001
0010

0100
1000
0011
0110
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B Power and vector representation
B GF(2%), let root of irreducible polynomial x*+x+1 be «

Power Extension by o’, o?, a, 1 Vector
Rep. Rep.

0 0000
1 0001
0010

0100
1000
0011
0110
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Wi KK (6)

o, o, a, 1 IZ&BER NJMILRIR

+ o? 1100

1011
0101
1010
0111
1110
1111
1101
1001
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Extension by o3, ¢?, a, 1

Vector Rep.

—|—0c2

1100

1011

0101

1010

0111

1110

+1

1111

+1

1101

+1

1001
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