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Group

m  Definition of Semi-group
- For Set “G”, operation “@", Algebra <G,@> is called

“Semi-group” when the followings hold
e Close for operation "@"

e Associative law holds in operation “"@”

- What is closed?

e For element X, y in set G, result of an operation
(x@y) also blongs to G

- What is associative law?

e For elements x,y,z in set G, (x@y)@z=x@(y@z)
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B (2) Group (2)
n HOER m  Definition of Group
- FEIOTREOEHEHRTDH - Semi-group that satisfies the following
o HfumtFehFETD e Identity element “e” exists
Xx@e=x Xx@e=x
o WILRXNEFETS e Inverse element x exists
x@x=e x@x=e
n ABEOER

- EEONERTHDLE, T—NILELLEEND
* X@y=y@x
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m  Definition of Commutative group
- Commutative for operation “@"”, sometimes called
“Abelian group”

° x@y:y@x
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n BOER
- REFR<G,+,*>I2BLT
o <G,+>ITATHEE
o <G *>[L$p
o ERXIEEHICELT, ARBLUEASEM

- AAISERMER?
o (x+y)*z=(x*2)+(y*2)

- ERISEREE?
o Z¥(x+y)=(z*x)+(z*y)
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Ring

m  Definition of Ring
- At algebra <G,+,*>, Ring satisfies follows
e <G,+> is Commutative Group
e <G, *> is Semi-group
e Operation “*” is right and left distributive to
operation “+”

- What is right distributive?
o (x+y)*z=(x*2)+(y*2)

- What is left distributive?
o Z¥(x+y)=(z*x)+(z*y)
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1% (2)

n EE
- B<G,+*>IIBFTHAHRE<G,+>EMBLTES
- MBICBTIEMTHRE, FSXREFY, 0TKT
- <GX>FEBTHINLHUTELNHDEIELRSALY
o HEETRMNGFETDEE, BARLESR
o <G X>HTAMTHHLEE, COBETRIBEESR
- BROERIEEORKEFELLL
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Ring (2)

m  Note
- Commutative Group <G,+> at Ring <G,+,*> is
called “"G-module”
- Additive identity element at Commutative Group
<G,+> is called “null element, ” and noted as “0”
- <G,*> is Semi-group. Thus, there may not be
“identity element.”
o If identity element exists, it is called “Ring with
identity.”
e If <G,*> is commutative, this Ring is called
“Commutative Ring.”
- Operation in Ring does not contradict to the normal
algebra.
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IZ (3)

m Bl <Z(6), +(mod N), *(mod N)>
- <Z(6), +(mod N)> [XEALTL B, &ML, HiEA AR
o BEITRAFE
0+i=i+0=i fori=0,1,2,3,4,5
o BELHRMNFE
i+(6-i)=(6-i)+i=0  fori=0,1,2,3,4,5
- <Z(6), *(mod N)> [FEALTW\D, #EEEA R, HiEA AT
o BETHRIFE
1%i=i*1=i fori=0,1,2,3,4,5
o WRTHEMNFE
0*i=i*0=i fori=0,1,2,3,4,5

2%3=3%2=0 2%4=4%2=2 2%5=5%2=4
3%4=4*3=0 3*5=5%3=3 4¥5=5%4=2
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Ring (3)

m  Example: <Z(N), +(mod N), *(mod N)>
- <Z(6), +(mod 6)> is closed, associative, commutative
e Identity element exists
0+i=i+0=i fori=0,1,2,3,4,5
¢ Inverse elements exist
i+(6-i)=(6-i)+i=0  fori=0,1,2,3,4,5
- <Z(6), *(mod 6)> is closed, associative, commutative
e Identity element exists
1*i=i*1=i fori=0,1,2,3,4,5
¢ Inverse elements exist
0*i=i*0=i fori=0,1,2,3,4,5

2%3=3%2=0 2%4=4%2=2 2%5=5%2=4
3%4=4*3=0 3%5=5%3=3 4¥5=5%4=2
#8515 525 / Coding Theory and Cryptography 12
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B BRITBULT, i*j=0 (i,j£0)M KT 5LE, iLjEREVICER
FOERIZHBENS. E2HT, <G(N), +(mod N), *(mod
N)>IZBVT, NOEHDBAICFERFAIFEET INEINE

Quiz

m When i*j=0 (i,j#0) holds at Ring, i and j are called
“zero divisor” each other. Show the existence of “zero
divisor” when N is a prime number at Ring <G(N),

wE. +(mod N), *(mod N)> .
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n ADEER m  Definition of Field

- B<R,+*>IZEVT, OUSNDTRTOTREINAFTHRTH
BEE, COBEERENS

- REICBVTAHBRTHIRET]REENS

- Q BBEHEAK, R: EHERK, C: ERBLAICHLT, HE
BIA<Q,+,*>, BHIA<R, +,*>, EREIA<C,+, *> &7
07

- ROXREFSERBROLEHENS

- If all elements except for 0 are inverse elements,
this Ring <R, +,*> is called “Field”

- If <R,*> is commutative, the field is called
“Commutative Field”

- For Q: Rational number, R: Real number, C:
Complex number, Rational number field<Q,+,*>,
Real number field<R,+,*>, Complex number
field<C,+,*> are commutative field

- Size of R is called “Order” in algebra
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i :
BRI Integer Ring

. AFT7IL, BIREE, FREE
- ATT7INIEERROBHEET, ROEEEH-T
o I[EROMEICET HEHHTHD
o IDEEDTaLROFEEDTAZKLT, arkUraldllZE
EX)

- Ex. ORUEEDEBHLARDERIXRELT. BEELLT
0% EL3IDBRIFATTINERSD. AT7ILIFMEISELTIE
HARTHZND, BREIZE>TRSBREETES.

e 1={0}: 0, 3, -3, 6, -6, 9, -9, ...
o ESE{1}: 1,4, -2,7, -5, 10, -8, ...
o EIR$E(2}:2,5,-1,8, -4, 11, -7, ...
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m Ideal, Residue Class, Residue Class Ring
- Ideal “1” is a subset or Ring "R” satisfies follows
e Iissub-group of “R” with regard to addition
e Fora€land reR, ar€l, rael

- Ex. Positive and negative integer and 0 are Ring.
Multiple number of 3 including 0 as a sub-group are
ideal. Ideal is sub-group with regard to addition,
thus, Ring “"R” can be expanded to Residue Class
Ring.

e 1={0}:0,3,-3,6,-6,9, -9, ...
e Residue class{1}: 1, 4, -2, 7, -5, 10, -8, ...
e Residue class{2}: 2, 5, -1, 8, -4, 11, -7, ...
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BHIR (2)

Integer Ring(2)

FEER-ES

B BERRBOAT7ILLERER m Ideal of Integer Ring and Residue Class Ring
- BHBIZBWVTHIBAEANITTZILTHA-ODBHEM - A necessary and sufficient condition for that a subset is
DHRERIZFOEDESHHEIBHDT RTOEHMNSY ideal at Integer Ring, is that the subset consists of
F3 multiple numbers of a certain integer number
o +HEBEEBELN » Sufficient condition is clear
. o R . e Necessary condition is proved by Euclidean division
* %E%ﬁf@qﬁ%lil 7' JFO)%{&%’E‘_;%" E#a, b algorithm. For integer a, b, quotion q and residual r
[HL TR &I HQLRRrA —BISEFD. are uniquely determined a=bg-+r (0=r<|b|)
a=bqg+r (O§r<|b|) ] - in this case, greatest common divisor d can be written
COEEBYr, sORALAKEAN LT d=ar+bsD I by d=ar+bs. Let r be the smallest positive integer in
E13. rEAT7ILHDEDR/NMDBKEL, sEATTIL ideal, s be other integer in ideal, GCD d€1 because
FOMDEEDEHLT DL, RAAHHAIE d=ar+bs rel, sl from d=ar+bs. d is a divisor of r. Thus, d
WS rel, sel i del 45, diZrofsE=ns d =r, but r is the smallest integer in ideal. Thus, r<d,
<r, LALMEAFT 7LD EDR/MOBEEASr<d, r=d. Therefore, a_n_element s of ideal is a multiple
WzIr=d. 1 T7ILOEEDTSIETRNTrOEH. numberiofithelminimumiSlemente
#S1B# 152 / Coding Theory and Cryptography 19 %SS4 / Coding Theory and Cryptography 20
o q
BHIR (3) Integer Ring (3)
B FATTI(BEATTIL): BRO—DDOTOEHEARIYEDA m  Principal Ideal: Ideal consists of multiple numbers of one
FT7IL element in ring R
- BOEDATTLLEATTILTHIEE, TAT77ILEB(RE - Arring is called principal ideal ring if any ideal in Ring is
ATTILR)ELS principal ideal
_ . o S = - Ideal is noted as (r) if it consists of multiple of integer r.
%ﬁér@%lﬁd.;@fﬁkh:b&é*{TT):é’(r)N&b\(. (QLEES Residue class ring created by residue class of (r) is called
EPEAEREREE LT ARMIRELR integer ring with modulo r
B BHrEALTAIRMIB(rEERLETIERDERER)MEELT m A necessary and sufficient condition for that Integer Ring
F=ODDBE+HEHIE, riRBTHIZLETHD (residue class ring with modulo r) becomes field is that r is a
prime number
B RRpEELTIBHBEI AT 2E%E, HBpOFRE, HDLIE m  Field, in which integer ring creates with modulo prime
= o - 2 fs B
PEOTEL A N7 HELBHRBLLY, GF(p)THELT number p, is called Galois Field having order p, Noted GF(p)
%2R 552 / Coding Theory and Cryptography 21 #2ER- 552 / Coding Theory and Cryptography 22
HRE Finite Field
. HREEE? m  What is finite field?
- MELREOHREISAERBEOTNSLD - Addition and multiplication result in finite number of
- HOTHRELES element
- GF(q)TEY - Finite field is also called “Galois field”
- qEMEHERES - Represented by GF(q)
- BRAREBHAFLEBHIVEEDRERDEEITHYID - "q"is called “order”
- Finite field exists when order q is prime number or
its power
%2R 552 / Coding Theory and Cryptography 23 #2ER- 552 / Coding Theory and Cryptography 24
S H
8% / Coding Theory and Cryptography




HRIE (2)

Finite Field (2)

. HREOH m  Example of finite field
- GF(3) mod3 OEE, #TOFENLE - GF(3) mod3 operation, needs existence of inverse
element
X | =X x | x1

010 0] - X | =X X | x?t

12 111 olo ol -

2]t 2] 2 12 11

2|1 2| 2
SE#R-1§2I2H / Coding Theory and Cryptography 25 %SEi#-IESI24H / Coding Theory and Cryptography 26

SIHAIRDAT7ILERIRE

B ZHRABRERHLERX

- AFOTERBET DRMNHXDZERF(X)E, KAFOLDS
ERXEELR

o F(x)=fp+fix+f,x2+ ... + fx"
for f1, for s FF

- FBROFRBEETIXOBRERBELEADRHALNS. &E
RUDFRHUALIDZEREEVIEEAELSR

» BHSER
o C(x)=A(X)B(X)
BYThHEE A(x), B(X)IZC(x)DEH
SERORHANT, REN-1UTFOVAEZSERTE
BYPNGENEEIS, BHSERELSR
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Ideal of Polynomial Ring and
Residue Class

Polynomial Ring and Irreducible polynomial
- Polynomial on Field F is defined as follows
o F(x)=fo+fix+fx2+ ... + fxn
for f1, for ooy frEF
- The highest n of the nonzero f is called order. If the

number for highest order is 1, it is called monic
polynomial

Irreducible polynomial
o C(x)=A(X)B(x)
If divisible, A(x), B(x) is a factor of C(x)
It is called irreducible when polynomial order is n, and

cannot be divided by any polynomial with order less than
n-1
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SZHERIBEDATTILERIRE (2)

21— YR DOERREDHLR
- A(X)=B(x)Q(x)+R(x)
o Q(x): BAZER
e R(x): FlRzERX

n ZEABOITTIL
- ZBBERBRITBVT, HEBARAENAITTILTHL=HODY
ENDO+HEHF, ZOBIEENHEIZEROTATORE
H(ZEXE)NISLEIETHD
o ZEABRIEEAT7IE
o ZERABOATT7ILEFEORNRBDE=VIZER

¢ ZTDATFIIZRTBZERIITRTOINE=VIZIA
HK(ERSEREKIEND)DIESH
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Ideal of Polynomial Ring and
Residual Class (2)

Extension of Euclidean division algorithm
= A(X)=B(x)Q(x)+R(x)

e Q(x): quotient polynomial

e R(x): Residue polynomial

Ideal of polynomial ring

- At polynomial ring, a necessary and sufficient
condition of that subset is ideal, is that they all are
multiple of one polynomial.

e Polynomial ring is principal ideal ring

o Ideal of polynomial ring is nonzero least order
monic polynomial

e All polynomials are multiples of monic polynomial

#5123 -#5S723 / Coding Theory and Cryptography 30
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® GF(2)nZEXLARERYE
- BROEOH R={0, 1, X, x+1, X2, x2+1, x2+X,
X24+Xx+1, X3, X3+x2, x3+X, x3+x2+X, xX3+x2+x+1, ... }

B F(X)= X2+ 1DEHOZLERERE
- I={0, x2+1, x(x2+1), (x+1)(x2+1), x3(x2+1),
(X2+1)(x2+1), (X2+x+1)(x2+1), ... >
= {0, x2+1, x3+x2, x3+x2+x+1, x4+x2, ... }
- INREATTILA?
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Quiz

®  Show all element of R which is polynomials on GF(2)
- Only low term R={0, 1, x, x+1, X2, x2+1, x2+X,
X24+Xx+1, X3, X3+x2, x3+X, x3+Xx2+X, xX3+x2+x+1, ... }

m  Show multiple polynomials of F(x)= x2+1
- I={0, x2+1, x(x2+1), (x+1)(x2+1), x3(x2+1),
(X2+1)(x2+1), (X2+x+1)(x2+1), ... >
= {0, x2+1, x3+x2, x3+x2+x+1, x4+x2, ... }
- Is this Ideal?

#5181 5728 / Coding Theory and Cryptography 32

ZIRNIRDREIREIR

B GFQQ)IZBLTF(X)= X2+ 1A T7LIOR/INREDE=VI S
B

B F(X)TEIof-LEDFEIRICKYRIFABEICHESIND
- {0}: AFTFLEDED, {1}, {x}, {x+1}

n FREROMELRE

{0} {0} {1} x> {x+1} {0} {0} {0} {0} {0}
{1 {1 {03 {x+1} | {3 {1y {0} {1 x> {x+1}
{3 {x3 {x+1} | {0} {1 x> {0} {x} {13 {x+1}
1y [ 1y [ |41y [ {0y {x+13y [ {0y [ 4x+1) | 4x+1) | {0y
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Residue Class Ring for
Polynomial Ring

m  F(x)= x2+1 is the least order monic polynomial at
GF(2)

m  Residue divided by F(x) is classified into 4 groups
- {0}: Ideal itself, {1}, {x}, {x+1}

m  Addition and multiplication of residual class ring

{0} {0} {1} x> {x+1} {0} {0} {0} {03} {0}
{1 {1 {03 {x+1} | {3 {1y {0} {1 {x {x+1}
{3 {x} {x+1} | {0} {1 x> {0} {x3 {1} {x+1}
1y [ 1y [ |41y [ {0y {x+13y [ {0y [ 4x+1) | 4x+1) | {0}
#5123 -#5S723 / Coding Theory and Cryptography 34

RNIMILERIR

B ZEAROFREDONIMLRE

{0} 0S+0 (0 0)
{1} 0S+1 (01)
{x} 1S+0 (10)
{x+1} 1S+1 (11)
#S3ER-FESEH / Coding Theory and Cryptography 35

Vector Representation

m  Vector representation for polynomial ring

{0} 0S+0 (0 0)
{1} 0S+1 (01)
{x} 1S+0 (10)
{x+1} 1S+1 (11)
#S3R-F§SEH / Coding Theory and Cryptography 36
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ZIERIBOERIER (2)

B GF(2)IZBFTAF(X)=x*+1%5LTHZEXORER
- R={0}, {1}, {x}, {x+1}, {x2}, {x2+1}, {x? +x3}
{x2+x+13}, {3}, {3+1}, {3+x3, {3+x+1}, {x3

+x2}, {x3+x2+1}, {OG+x2+x}, {x3+x2+x+13}

mIRERK
- hiEOB
o {2+ {x*+1}={1}
o OEYH{3+x2+1}= {x2+1}
- FEOH
o {x2} {x2+1}={x*+x2}={x2 +1}
o O3+ X2+H1I={x0+x>+x3}={x?+x+x3}
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Residual Class Ring for
Polynomial Ring (2)

m  Polynomial algebra with modulo F(x)=x4+1 at GF(2)
- R={0}, {1}, {x}, {x+1}, {x2}, {x2 +1}, {x? +x3}
{x2+x+13}, {3}, {3+1}, {3E+x3, {3C+x+1}, {x3

+x2}, {x3+x2+1}, {OG+x2+xF, {x3+x2+x+13}

m  Generate Ring
- Example of addition
o {x+{x2+1}={1}
o OAYH{3+x2+1}= {x2 +1}
- Example of multiplication
o {x2} {x2+1}={x*+x23={x2 +1}
o O3+ X2+H1I={x0+x>+x3}={x?+x+x3}

%S WSEH / Coding Theory and Cryptography 38

LERBORHSEE (3)

n BAIKENATTILELD

- I={03}, {x+13}, {x2+1}, {x2+x3, {3+1}, {x3+x3},
{3 +x2}, {x3+x2+x+1}

- COATFNIZETIRNRBOZEXZECHLOG
e G(x)=x+1
o G(X)IEF(x)ZEEIVENS
o IDFT{H(X)HIFTRTG(x)DIEHK
o G(X)IFERZBERELIEND

- Gi(X)=x+1ZEMBERETHITTIL

o F(x)=x*+1
=(x+1)(x+1)(x+1)(x+1)

#5123 -#5S723 / Coding Theory and Cryptography 39

Residual Class Ring for
Polynomial Ring (3)

m  Subset becomes Ideal

- I={03}, {x+13}, {x2+1}, {x2+x3}, {3+1}, {x3+x},
{x3 +x2}, {x3+x2+x+1}

- The minimum order polynomial in this Ideal
e G(x)=x+1
e G(x) is divisible to F(x)
e Elements of I {H(x)} are all multiple of G(x)
e G(x) is called Generator Polynomial

- Ideal based on generator polynomial G;(x)=x+1

o F(x)=x*+1
=(x+1)(x+1)(x+1)(x+1)
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LERBOESEE (4)

B ORITNEVRBDERSERX
- Gy(X)=(X+1)(x+1)=x2+1E2ERLBERETH1TTIL
o ZOATTILOITIHG,(X)DIEEK
o L={0}{x2+1}{3+1}{x3+x2+x+1}

B 33V ED0NEMZER

- G3(X)=(Xx+1)(x+1)(x+1)=x3+x2+x+1ZE KB EHXET
BATTI

o Li={0}{x3+x2+x+1}

#5123 -#55723 / Coding Theory and Cryptography 41

Residue Class Ring for
Polynomial Ring (4)

m  Next, small order generation polynomial
- Ideal based on G,(x)=(x+1)(x+1)=x2+1
¢ Elements of this ideal is multiples of G,(x)
o L={0}{x2+1}{3+1}{x3+x2+x+1}

m  Last generation polynomial
- Ideal based on
G3(X)=(x+1)(x+1)(x+1)=x3+x2+x+1
o I3={0}{3+x2+x+1}

#5123 -#5S723 / Coding Theory and Cryptography 42
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B P(X)ZARFOLDZERXET D, COEEP(X)HAFD £ TEEHIA
BIE, PX)EEETHHRFO LD S EXBORRERIHRELT

B FEpEDTEETBERGF(p)EL, P(X)DXR#EMET NIE, p™
BOTEETIARNTES. IhEHOTRHDVITHRIKELY,
GF(p™)TRYT. RROREREOTEATHKLELD. HRIED
TEOHERHELA.

B (KFEEBALLY, T @M NBERETRKIEES SR, P(X)D
RYEMELTZEEIZ, MRDILRIEES S,
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Galois Field

m  Let P(x) be polynomial on field F. If P(x) is irreducible
on field F, residue class ring of polynomial ring on field
F with modulo P(x) becomes field

m Let F be GF(p) having p elements. Let an order of
P(x)be m. Field having p™ elements can be created.
This is called Galois Field or Finite Field, noted by
F(p™). It has a field having m-power of prime number
elements. Number of elements of GF is called order.

m  On the above, F is called ground field. Derived one is
called Extension Field. When the order of P(x) is m, it
is called m-th order Extension Field.

%S WSEH / Coding Theory and Cryptography 44

/WL

B AR EE
- AR{K GF(P) #HEKLI=HD
- GF(2) IZ®LT GF(2™) [FHhK &
- WXATE, TIEBEHEZFTEAES mREEHZEXORE T
hn

B EKEOF
- GF(22)=GF(4) & GF(2) DKk
- B#HZELXORETICMZD
- X2+x+1=0 [2REHLEXTHY, COIR«ZETITMZD
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Extension Field

m  What is extension field?
- Finite field GF(P) is extended
- GF(2M) is extension field for GF(2)

- In extension field, element is not only integer but
root of m-th degree irreducible polynomial

m  Example of extension field
- GF(22)=GF(4) is an extension field for GF(2)
- Root of irreducible polynomial is added

- x2+x+1=0 is 2nd degree irreducible polynomial,
thus this equation’s root « is added to the element

#5123 153723 / Coding Theory and Cryptography 46

IKAF (2)

AR OBI(FEE)
- 0,1, aDMDTERDHSD
- KTREELRECADOTIZEFENSD

a’ =1
o' =a
o’ =a+] (d’+o+l1=00=-a)

ol =ao’ =afo+1)=a+I+oa=1

#5123 155723 / Coding Theory and Cryptography 47

Extension Field (2)

m  Example of extension field(cntd.)
- Obtain other element from 0, 1, a

- In field, product of elements is included in the
elements of the same filed

a’=1
a' =a
o’ =a+l (d’+o+l=0,0=-a)

ol =ao’ =afo+l)=a+l+a=1

#5123 153723 / Coding Theory and Cryptography 48
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PLRIK (3) Extension Field (3)
B HRKAOFI(HEE) m  Example of extension field(cntd.)
- GF(4)0,1,a, 2 %WETS - GF(4) has element 0, 1, «, a2
X | -x x | -x x | -x
oo o - o -
1 1 1 1 1 1
a | a a | o a | o
2z @ @ @ | a
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JLKRIK (4) Extension Field (4)
. —%IC GF(2) OMRILAE GF(2m) m  In general, m-th degree extension field GF(2™) for
- 0 BEU MRBHSEROR GF(2) ‘ _
- We call 0 and root of m-th degree irreducible
al ol a0l polynomial
% GF(2™) DRBTLES ool ,0l, 0
- &#, ald 2m-1 ¥¥TLUIRS primitive element of GF(2™)
ol = - Here, a to the power of 2™-1 resultin 1
ol _
- GF(2") DRBEONEILGRBE NERT EVS ol =1
- Representation of GF(2™) by primitive element is
called “power representation”
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JLKRIK (5) Extension Field (5)
B RERBFEANJMLRE m  Power and vector representation
B GF(2%), S ER x*+x+1 ORFwLLZHE m  GF(2%), let root of irreducible polynomial x4+x+1 be a
NERB | &, @) 0, 1 ICKDREM RIMVRE Power | Extension by o, @7, a, 1 Vector
Rep. Rep.
0 0 0000
0 0 0000
1 1 0001 1 1 0001
0010
= —" e a a 0010
- — T o o? 0100
e < P P 1000
o « +1  |0011
p 5 " oo al a +1 0011
& 2 ¢ o’ o? +a 0110
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KK (6)

RERR |, &, a, 1 IZKBEH ANIRILRE
al @ +a? 1100
o’ a? +a +1 1011
ol o’ +1 0101
o’ al +a 1010
al? o? +a +1 0111
all al +o? |+a 1110
al? a? +o? |ta +1 1111
al3 @’ +a? +1 1101
al? @ +1 1001
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Extension Field (6)

Power | Extension by &, o?, a, 1 Vector Rep.
Rep.

al a’ +a? 1100
o o’ +a +1 1011
ot o? +1 0101
o o’ +a 1010
al? o? +a +1 0111
all al +a? |+a 1110
al? a? +a? |+a +1 1111
al3 a’ +a? +1 1101
alt o’ +1 1001
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