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Coding Theory / Cryptography
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Data Hiding

B Perceptible data hiding
— watermarking

e Embed information to digital content, ex. Image
Or music

e Embedded information is IPR data(ex. author,
charge, allowed copies, etc)

B Imperceptible data hiding
— steganography
e Embed information to digital content, ex. Image
or music

e Mostly embedded information does not relate to
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Information embedding process

— Modulate message consists of multiple bits by
pseud-random pattern generated by a key

— Apply perceptive model to digital content, control
strength of modulated message
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B Information detection process

— Modulate embedded content by pseud-random
pattern generated by a key

— Store modulated content

— Detect message by stochastic inference
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B Detection error at watermarking/steganography

— False positive error

e Judge as “there is an embedded massage” to
“not embedded content”

e Low error rate for user is required

— DVD-video: once at 1013 sec, DVD-audio: once at 1.5*
1013 sec (1013 sec = 300000 year)

— False negative error

e Judge as “there is not embedded massage” to
“embedded massage”

— BIit error

e Wrong message is detected from embedded
content
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Tolerance (1)

Video

Video processing generally used at studio such as
filtering

MPEG encoding and decoding

Digital to analog conversion

Addition of noise

Shift in horizontal and vertical direction
Expansion at arbitrary rate (change aspect ration)
Cutout

Change order of time series
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Tolerance (2)

Audio
Consecutive two D/A+-A/D conversion
A/D conversion after receiving FM radio program
Re-sampling and channel mixing
Time expansion with/without change of tone
Audio coding such as MP3, AAC
Non-linear compression
Addition of noise
Frequency distortion such as equalizing
Echo
Band-pass filtering
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Tolerant still image watermarking
filtering
Lossy and lossless
Cutout
Geometric transform

e Combination of rotation, zoom, aspect ratio
Lettering

Still image watermarking for detecting falsification

Embed picture ID and digital signature to JPEG
coded data

Detectable both from coded and decoded images
Location of falsification can be detected
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B Visible watermarking to still image
— Deterrent effect to unauthorized use
— Embed logo and IPR with visible status
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B Watermarking
— Spread spectrum
e Embedded technology to additive falsification
— Control quantization level
e Less robust, lot of embedded information

— Amplitude modulation

e Respond to additive falsification, especially In
space domain
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Video

— Video distribution on the Internet

Audio

— Music distribution on the Internet

— Count numbers of commercial broadcasting

— Count numbers of playback
Still image
— Detection of falsification on the Internet

— Secure digital camera

e Lossless watermarking, biometric certification
and digital signature hash function
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