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Data Hiding

n HBEAEERT—ANAT 10T m  Perceptible data hiding
- BFEML — watermarking
e EROEEZOTOALALTUOVICEREEDAD = Embed information to digital content, ex. Image
- BOAHERIEFERET—F (ex. FER, REH or music
], AE—ATHEEHRLE) = Embedded information is IPR data(ex. author,
charge, allowed copies, etc)
. AMER$ERT—EINAT12T
— RFHITST4— B |mperceptible data hiding
- EfROPEREDTIOANAVTUVICIEREERDAL — steganography
o BHARERITITUOVIZEBETHEIZENZY = Embed information to digital content, ex. Image
or music
= Mostly embedded information does not relate to
content
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T7ILdY X L (1) Algorithm (1)
n EREDAHNIE m  Information embedding process
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— TADALALTUVICHLTREETILEEAL, EHALAY
—C DREEFIEL TEDHAA
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— Modulate message consists of multiple bits by
pseud-random pattern generated by a key

— Apply perceptive model to digital content, control
strength of modulated message

message

Pseud
Key Random X
noise

Perceptive
model

Digital
Content

C

Content
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Algorithm (2)

Information detection process

— Modulate embedded content by pseud-random
pattern generated by a key

— Store modulated content
— Detect message by stochastic inference

Pseud
Key Random
Noise

Embedded Stochastic
Contnt & Messese
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Rt

. BFBENNSRTH/TF74—OBREBEDODTS—
— TF—IRKRSTF4T-T5—
o EBHRAASNTLENILTIUYICHLT, “BHAH Ayt
—TUHY LHET BEE
e A—H[TEOTIDNIF—AENIENBE
— DVD-video: 10B3#{Z1E LT, DVD-audio: 1.5* 10131
BT (10%3=3000004)
— TA—NRRAT4T-TF5—
o EHIAAINTNDIAVTUVITHLT, “BHiAHAvtE—
DL EHET HIHEE

Reliability

Detection error at watermarking/steganography
— False positive error
= Judge as “there is an embedded massage” to
“not embedded content”

= Low error rate for user is required
— DVD-video: once at 103 sec, DVD-audio: once at 1.5*
1013 sec (1013 sec = 300000 year)

— False negative error

= Judge as “there is not embedded massage” to
“embedded massage”

— Eyk-TS5— — Biterror
o EHIAHSNTNDIAVTUYNSREES = AvE—C% R = Wrong message is detected from embedded
HLTLESTS— content
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it (1) Tolerance (1)
m ETA Video
— TANA)UTRE—BRICRATA TREOIWSE TALE — Video processing generally used at studio such as
— MPEGO#HEILLESIL filtering
— FCHLMTFATADER — MPEG encoding and decoding
— JA4ZXDEMm — Digital to analog conversion

- KEAAHLNIEEARADITH
- EEBEETOMNE (FARIMEAE)
- YYEy

- BRIDIERFRE
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— Addition of noise

— Shift in horizontal and vertical direction

— Expansion at arbitrary rate (change aspect ration)
— Cutout

— Change order of time series
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mtE (2)

n F—TaF
— BT 52EDD/ALE-A/DEH
— FMSPHBEDZIERDA/DE
— BTG EF R RIZYHR
— BEOEEESHMEME, FSEOEIEEDLLRRE S
— MP3, AACBREDH—T A EHE
— JERBarTLyiay
— JAXDiEM
— APV LBERRBISEDEH
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Tolerance (2)

®  Audio
— Consecutive two D/A-A/D conversion
— A/D conversion after receiving FM radio program
— Re-sampling and channel mixing
— Time expansion with/without change of tone
— Audio coding such as MP3, AAC
— Non-linear compression
— Addition of noise
— Frequency distortion such as equalizing
— Echo
— Band-pass filtering
— Mixing
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e (3)

n MtEDHLEHLEOEFENL
— TANBYLY
— EHRLIEEHE
- YIYEY
— BAIFHER
e O—F—33y, X—L, PARILLOMEEE
- LAYy

B HETABREDODELEBEEFENL
— BEBIDETACHINEREIPEGEMT —2~NEDHIAH
— EfEREE, HSEBOLEELANSTHRETAE
— EROHETAMBEDRELEEE
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Tolerance (3)

B Tolerant still image watermarking
— filtering
— Lossy and lossless
— Cutout
— Geometric transform
= Combination of rotation, zoom, aspect ratio
— Lettering
m  Still image watermarking for detecting falsification

— Embed picture ID and digital signature to JPEG
coded data

— Detectable both from coded and decoded images
— Location of falsification can be detected
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M (4)

m FBUEEICKT HAIRENL
— FEMAICKT AR
— OIT—UROEFEEZARIRETEDAA
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Tolerance (4)

m  Visible watermarking to still image
— Deterrent effect to unauthorized use
— Embed logo and IPR with visible status

#5256 S / Coding Theory and Cryptography

18

S-S / Coding Theory and Cryptography




18 & A A H T

. BFENOBE
— ARYLEER
- MEMBREABEITHIETEZIRHRAH B
— EFELALHIE
. TERTRAZLD, BHAHEREN S
- iREZEH
- MEERIGHEAITHIG, FICERESTOME
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Embedded technology

® Watermarking
— Spread spectrum
= Embedded technology to additive falsification
— Control quantization level
= Less robust, lot of embedded information
— Amplitude modulation

= Respond to additive falsification, especially in
space domain
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m ETA
— AVA—FRYFTOETAEE
u F—TaF

— AVA—FRYFTOELEIE
— A=Y YILRERBOHIUE
- BEER#OAVUH
m EHLEE
— AVA—RYRTORSAKREH
— EXATTADRIAAS
e ARLREBEFEML, ERBHALEFER/\WIa
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Application

m  Video
— Video distribution on the Internet
®  Audio
— Music distribution on the Internet
— Count numbers of commercial broadcasting
— Count numbers of playback
m Still image
— Detection of falsification on the Internet
— Secure digital camera

= Lossless watermarking, biometric certification
and digital signature hash function

#5256 SEH / Coding Theory and Cryptography 22

AIREFEHL DA

®  MS-word
T—E#nA 712

LI Lo T R
— BTl
+ BRI AT Y R BRI
-  (mc TRgiE, Rt
. = Ui )
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o HELRIAHL =T P AR E T R
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Example of Visible Watermaking

m  MS-word
T—E#NATA2Y

. EEWENT A Py
— BTl
o BHRCEINOFY Y AT Y R BT
- HELAHHHLETFRERE Y —F  (mc fRil, R
. = Ui )

o RN A N
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« LRI AT YRR S S ERS
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