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Ciphertext-only attack (COA)

— cryptanalyst has access only to a collection of
ciphertexts or codetexts

Known-plaintext attack (KPA)

— attacker has a set of ciphertexts to which he knows
the corresponding plaintext

Chosen-plaintext attack (CPA)

— attacker can obtain the ciphertexts corresponding to
an arbitrary set of plaintexts of his own choosing

Chosen-ciphertext attack (CCA)

— attacker can obtain the plaintexts corresponding to
an arbitrary set of ciphertexts of his own choosing
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Computationally Secure (1)

A concept on security based on required algorithmic

computational time to solve cipher

— Cipher is computationally secure when calculation
time to solve cipher stays less than polynomial time

— In reality, cipher embedded in commercial products
use fixed parameters such as key lengths. Thus,
calculation time to solve is constant time

— Set parameters not to be solved less than a desired
safe computational time by estimating current and
future computational power

Less secure than information-theoretic security, which

gives sufficient condition for security

More secure than stochastic computation security,

which gives necessary condition for security
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Computationally Secure (2)

m  Concept of Computationally Secure

— Formulate solving cipher or falsifying of signature

— as a computational problem

— Set security measure of cipher by the amount of
computational time of algorithm solving efficiently

— It is said computationally secure when
computational time to solve cipher is extremely
large than available computational power in reality

B Margin

— Computational power increases as times go by
— Power increase can be predicted to some extent

— Set enough margin for power increase, select values
by which cipher cannot be solved in a certain period
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Information-theoretic Security

B Necessary and sufficient condition to be secure for

cipher in an information-theoretic sense is “plain-text

size = key size”

— “”’Communication Theory of Secrecy Systems” C.
Shannon (1949)

— Onetime pad to satisfy the condition above is
information-theoretic secure

— It cannot be solvable by collecting any ciphers and
even by infinite computational power

— However, it needs to keep the same size private key
with plain-text in both sender and receiver, so that
it is not realistic.
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Provable Security (1)

B Provable security
— There is no general solution to give lower bond of a
computational problem, so that it is difficult to prove
that a cipher is secure to any decipher methods.
— To affirm that a cipher is computationally secure,
resolve decipher problem to some difficult
calculation problem

— Safety shown by proving resolved calculation
problem is called provable security

= Ex. NP-hard problem, Knapsak problem
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Provable Security (2)

®  Application
— Cipher using Knapsack problem
« Merkle-Hellman knapsack cipher

— Public key cipher using problem that it is not NP-
hard but polynomial time solution may not exist
= Prime number factorization problem (RSA

cryptography, Rabin cryptography)
= Discrete logarithmic problem (ElGamal
encryption)

= DH decision problem (Cramer-Shoup encryption)
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Reservation of Cipher

®  Caused by low computational security

— New algorithm is found and it makes decipher
computational time shorter

— New computer is developed and computational
power is increased

B Parameter example for computational security (2000)

— Itis not said secure if computational cost is less
than 284, secure if it is more than 219 so far
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