/Aﬁ'ﬁfiﬂa% -

FSEH-ESHE% / Coding Theory and Cryptography




Coding Theory / Cryptography
- N0.13 Public Key Crypt System -
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asymmetric-key cryptosystem published
— Whitfield Diffie and Martin E. Hellman (1976)

RSA Cryptography
— Based on difficulty of factoring large prime numbers

— Ron Rivest, Adi Shamir, Leonard Adleman (1997)

Solve problem of common key crypt system
— Security of key handout
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B Procedure
Receiver exposes own public key P to the world
Sender encrypt a message by the public key P

Receiver decrypt a received data using private key
S, which is a pair with public key P, and read the

message

B Security strength

— Let some intercept person can illegally receive
cipher communication. The intercept person know
public key P, but not private key S. It is difficult to
know S from P in a practical time period.
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Key generation algorithm
Generate user’s pair of public and private keys

Input security parameter to control difficulty of
decryption

Different random number for each user

Encryption algorithm

— Input a message and public key of a receiver, to
whom sender wishes to send a message

Decryption algorithm

— Receiver inputs own private key and received data,
and recover a message
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B Diffie-Hellman key exchange

— allows two parties that have no prior knowledge of
each other to jointly establish a shared secret key
over an insecure communications channel

— Two parties prepare each private and public key,
and open only public keys

Generate their common key by sending data
generated by their private key

B Encryption protocol
— Open number: prime number p, root of (Z/pZ)* g
— Sender and receiver X, Y select secret key a, b
— X calculates A=g? (mod p) and send itto Y
— Y calculates B=g? (mod p) and send it to X
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B Encryption protocol (Contd.)

— X calculates K,=B? (mod p) by received data B and
private key a

— Y calculates Kz;=A? (mod p) by received data A and
private key b

— Ky=Kz= g? (mod p), thus, it can be used as a
shared key from now on

B Security
— Even if A=g? (mod p) and B=g? (mod p) can be
obtained, there is no method to calculate g2* (mod
p) in a polynomial-time
Polynomial time: calculation time is upper bounded by a

polynomial expression in the size of the input for the algorithm.
Example: O(n?)
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System parameter

— Kk:Security parameter

— p, g: prime numbers, k/2 bit
— 4. Input message in space Z,
Key generation

n=pq

®(n)=(p-1)(g-1) : Euler function

e: positive integer less than ®(n), coprime to ®(n)
Obtain de which satisfies de=1 (mod ®(n))

Public key :(n, e)

Private key:d
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B Encryption
Let a message for encryption be a
Public key:(n, e)
Calculate b = a® (mod n)
Cipher b is generated

B Decryption
— The message which should be decrypted is b
— Private key :d
— Calculate a’ = b9 (mod n)
— Confirma’ = a
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B MDA (@' = aThHLTHER
— b =a¢(modn) THAMNS
a’ = b? (modn) =a¢? (mod n)

— de=1 (mod ®(n)) THAMIS
a’ = amem+1) (mod n)

— CCT, nISHLTanRLGERICHEESICTIE, FM15—DEE
[Z&Y, a®m) =1 (mod n) 7EABEZRIILT HH 05
a’=amal (modn) =a (mod n)
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B Proof of correctness (confirm a’ = a)
— b = a¢ (mod n), thus
a’ = b?(modn) =a¢? (mod n)

— de=1 (mod ®(n)), thus
a’ = amem+1) (mod n)

— Where, if n and a are in coprime relation, by Euler’s
theorem, a®™ = 1 (mod n) holds, thus

a’=amal (modn) =a (mod n)
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— RIZ, nITHLTamFRLGERIZAEWLESIZIE, KR pH
F1EL, a=pi=aqg+qj (0<i<qg, 0=j<p)EEITHH B
a’ =0 (modp)
a’=a=aq (modqg)

FEADEIRTEE, p*xp=1+g*xqg Hi>

a’ = 0*g*xq + aq*p*xp = (p*i-q*j)*p*xp
= p**p*xp = p*i*(1+g*xqg) = p*i = a (mod n)
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Proof of correctness (Contd.)

Nest, iIf n and a are not in a coprime relation, there
Is a GCD number p, thus we can write a=pi=ag+qgj
(0<i<g, 0=j<p)

a’ =0 (modp)

a’=a=aqg (modqg)

From Chinese remainder theorem, p*xp=1+g*xq
a’ = 0*g*xq + aq*p*xp = (p*i-g*j)*p*xp
= p**p*xp = p*i*(1+g*xqg) = p*i = a (mod n)
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n=6M&=E, 1,2, 3, 4,5 6MD>66EFRLTHIL, 1£E5D21E
THEND, O(6)=2
n=7M&=E, 1,2, 3, 4,5, 6, 7O>67EFGHIX, 1, 2,
3,4,5 6M6EAITHAML, O(7)=6
n=p(EF)DLE, O(p)=p-1
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B Euler’'s theorem
— When a and n are coprime integers,
a®m =1 (mod n)
holds.
— Where, @(n) is a number of coprime numbers to n,

as well as less than n, it is called Euler’s totient
function

B Example of Euler’s totient function

When n=6, coprime number to 6 among 1, 2, 3, 4,
are 1and 5, thus @(6)=2

When n=/, coprime number to 7 among 1, 2, 3, 4,
5,6, 7are 1,2, 3,4,5, 6, thus, ®(7)=6

When n=p(prime number), ®(p)=p-1
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B T AS5—DEEMHE)
— ZDOMFH a=3, n=7L9 5L, AA5—BEHO(7)=6
3%(7) (mod 7) = 3¢ (mod 7) = 729 (mod 7) = 1
(104*7=728)

“OMDFEHM a=7, n=3LT L, AAT—EABO(3)=2
7%(3) (mod 3) = 72 (mod 3) = 49 (mod 3) = 1
(16*3=48)
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Fuler’'s Theorem

B Euler’s theorem (Contd.)

— Let two prime numbers be a=3, n=/, Euler’s
function is @(7)=6

3%(7) (mod 7) = 36 (mod 7) = 729 (mod 7) = 1
(104*7=728)

Let two prime numbers be a=/, n=3, Euler’s
function is @(3)=2

7%(3) (mod 3) = 72 (mod 3) = 49 (mod 3) = 1
(16*3=48)
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a®m=1 (mod n)
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Fuler’'s Theorem

Euler’'s therem

— Let n be positive integer, and a and n are coptime
numbers,

— a®mn)=1 (mod n)
Proof

— Let a set of positive integers less than n, and
coprime to eachother be B={b;, b,, ... , by}

A set multiplied a to the above is A={ab,, ab,, ...,
abyn)t- Since a and n are coprime each other,
elements of set A,B are equal under modulo n, thus,
muliplied elements are equal.

Let multiplied elements of B be P, P=Pa®™ (mod n)
n and p are coprime each other, a®™=1 (mod n)
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RSARES D B ARG EEH
E=8p, ght p=9010279, g=9623083 DIHE
n=pg=9010279*9623083 =86706662670157
®(n)=(p-1)(g-1)=9010278*9623082
=86706644036796

®(n)=86706644036796 =G FERICHEIHMDHIELT
e=184436886841

ed=1 (mod ®(n)) L135dEEHRETKRDS
d=70276475859277
NEABE(e,n)=(184436886841, 86706662670157)
NEFEDIEAEHXIZXLT, x¢ (mod n) [Z&->THES1E
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Example of RSA (1)

Concrete example of RSA

When prime numbers p, gare p=9010279,
g=9623083

n=pg=9010279*9623083 =86706662670157
®(n)=(p-1)(g-1)=9010278*9623082
=86706644036796

Example of number which is coprime to
O(n)=86706644036796 is e=184436886841

Obtain d which satisfies ed=1 (mod ®(n))
d=70276475859277

Public key(e,n)=(184436886841, 86/7066626/70157)
Encrypt a positive number x less than n by x¢ (mod
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RSARE = D E AR 7ZZEEHI

— =R#¥p, gh p=13, g=5
n=pg=13*5=65
®(n)=12%4=48L%THDH DHle=11
11d=1 (mod 48) &1 5d=HRETKD S

d=13

NG (e,n)=(11,65)

MWEREI=13

x¢ (mod n)=211 (mod 65) =2048 (mod 65) = 33
E51E b (mod n) = 3313 (mod 65)
COEFRTCFIEA TR
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Concrete example of RSA
Prime numbers p, g are p=13, g=5
n=pg=13*5=65

A number e which is coprime to ®(n)=12*4=48,
e=11

Obtain d which satifies 11d=1 (mod 48)

d=13

Public key (e,n)=(11,65)

Private key d=13

x€¢ (mod n)=211 (mod 65) =2048 (mod 65) = 33
Decryption b9 (mod n) = 3313 (mod 65)

Difficult to calculate by hand
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RSARE = D E AR 7ZZEEHI

— =#¥p, gh p=11, g=3
n=pg=11*3=33
®O(n)=10*2=20LEXTHHEDHle=7
7d=1 (mod 20) t135dz=HRETKRD D

d=3

NERA(e,n)=(7, 33)

WERd=3

E51klE, x¢ (mod n) = 37 (mod 33) =2187 (mod
33) =9

E51E, b9 (modn) =93 (mod 33) = 729 (mod 33)
=3 (185 TZ1)
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Concrete example of RSA
Prime numbers p, g are p=11, g=3
n=pg=11*3=33
Coprime number e=7 to ®(n)=10*2=20
Obtain d which satisfies 7d=1 (mod 20)

d=3

Public key (e,n)=(7, 33)

Private key d=3

Encryption , x¢ (mod n) = 37 (mod 33) =2187 (mod
33) =9

Decryption, b9 (mod n) = 93 (mod 33) = 729 (mod
33) = 3 (done)
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m HIR)DFERDIERE
a’ = b (modn) =a¢ (mod n)
b? (mod n) = 93 (mod 33) = 729 (mod 33) = 3
aed (mod n) = 3(73) (mod 33) = 321 (mod 33) =
10460353203 (mod 33) = 3

316980400*33=1046353200
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Example of RSA (4)

B Confirmation of example (3)
a’ = b (modn) =a¢ (mod n)
b? (mod n) = 93 (mod 33) = 729 (mod 33) = 3
aed (mod n) = 3(73) (mod 33) = 321 (mod 33) =
10460353203 (mod 33) = 3
316980400*33=1046353200
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B ElGamalfigs (ElGamal Encryption)
— A KRELGHOMBARBEENRHETHI_EETLTEMED
BHLEL - BHBRAE S (1984)
— Diffie-HellmanBX B AR THALI-ELMZE 1LEFZIFT{ESHE

SRS

B FESAN
— AR
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e GOXERIT g ZES
e Xx%E{0,..., q—1}P DS LIZE S
e h=g¢td95
- NEA:(G,qg,g9,h), WEHE: X
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B ElGamal Encryption

— Public key encryption based on difficulty of discrete
exponential problem of a group with large order
(1984)

Cipher communication using random number which
Is used in Diffie-Hellman key exchange

B Encryption method
— Key generation
e Cyclic group G with order g which is prime
number and k bit
Select element g of G, and x from {0,..., g—1}
h = g~
Public key :(G,qg,g,h), Privete key:x
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— =1k
GOTTMZEXELTRZITES
r&{0,..., g—1} Moo LITESR
c; =g, &;=mh"Z#&t8&

&EE5X: (c,C,)

=

I

* M=C, (Clx)_l -GIFK;E??EFé

B 2%
— m'=c,(c)t=m (@) ((g))I=m
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B Encryption method (Condt.)
— Encryption
e Receive element m of G as a message
e Chose r from {0,..., g—1} randomly
e Calculate c; = g, c,=mh’

e Cipher message: (c;,C,)
— Decryption
s m=c, (c/)*

B Correctness
— m’ = ¢, (¢t = m (@) ((gP)* =m
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EM B #EEE S (Elliptic Curve Cryptography: ECC)
EMHR L DRERT M E (EC-DLP) =X &M DIRHES
SHiES
E4-4%-25— (Victor Miller) &=—JL-a71»*Y (Neal
Koblitz) A\%E8 (1985)

EMRSA, DSAZFsHBh#RE £ TEZELI-EMDSA (EC-
DSA), DHig BZ#/gMEL=¥5FDHGE

EC-DLPZ A< ERBBAHBRT7 I IV LIIRER
RSABESELLERTRILANILDREHE LYIELBETREIRTE,
WMIFREER N ENAY YR

SN AERXE E=y2+a,xy+asy=x3+a,x?+a x+ag
[EIME-REICEALTHZL T CEZFA
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Elliptic Curve Cryptography: ECC

Based on safety of Elliptic Curve Discrete
Logarithmic Problem 9EC-DLP)

Invented by Victor Miller and Neal Koblitz (1985)
EC-RSA, EC-DSA in which DSA is defined on elliptic

curve, EC-DH in which DH key exchange is defined
on elliptic curve

Semi-exponential functional time algorithm to solve
EC-DLP is not found

Same level security with RSA with shorter key,
faster processing

Utilize characteristics that elliptic curve function
E=y’+a xy+asy=x3+a,x’+a,x+a, makes a group
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— Transport layer security
— IPsec
— PKI
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Application of RSA

Application of RSA
Hybrid method
Transport layer security
IPsec
PKI

Application of elliptic curve encryption
— Under standardization work
— Not yet used for real applications
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