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NERES Public Key Cryptography

. AHRESOEE
— F474— (Whitfield Diffie) & ANJL<> (Martin E.
Hellman) (1976)

m  RSAEE®
- RA#SRORHSEFA
— YAZXE (Ron Rivest), ¥¥3JL (Adi Shamir), T/FLT
>~ (Leonard Adleman) (1997)

n LERESORER
- BOZTEL
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B asymmetric-key cryptosystem published

— Whitfield Diffie and Martin E. Hellman (1976)

B RSA Cryptography

— Based on difficulty of factoring large prime numbers
— Ron Rivest, Adi Shamir, Leonard Adleman (1997)

®  Solve problem of common key crypt system

— Security of key handout
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Crypt System

B Procedure
— Receiver exposes own public key P to the world
— Sender encrypt a message by the public key P
— Receiver decrypt a received data using private key
S, which is a pair with public key P, and read the
message

B Security strength
— Let some intercept person can illegally receive
cipher communication. The intercept person know
public key P, but not private key S. It is difficult to
know S from P in a practical time period.
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Encryption Algorithm

Key generation algorithm
— Generate user’s pair of public and private keys

— Input security parameter to control difficulty of
decryption

— Different random number for each user

Encryption algorithm

— Input a message and public key of a receiver, to
whom sender wishes to send a message

Decryption algorithm

— Receiver inputs own private key and received data,
and recover a message

#SIEiR-FE SR / Coding Theory and Cryptography 8

DHEgH A (1)

F4T1— AL H (Diffie-Hellman key exchange)

— BHOREBEOLEELIC, REOTREMOHIBEEBRER -
T, BESROLFEALEICTIHESIOrIL

— BEZFTLEL2ENE L ARREBTR ZAEL, AR
D HZENE

— BEVICREDEISIERSNDT—4EEFITEEL, &8
BADOREREZELLT 0oL BREERTED X

EEJokaL

— BFShTVLSH: R¥p, (Z/pZ2)*DERTg
— ERERX, YIIWEORa, bEHEIR

— Xlx A=g@ (mod p) ZFHELYIZEE

— YIX B=g® (mod p) #EtELXIZEE
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DH Key Exchange (1)

Diffie-Hellman key exchange

— allows two parties that have no prior knowledge of
each other to jointly establish a shared secret key
over an insecure communications channel

— Two parties prepare each private and public key,
and open only public keys

— Generate their common key by sending data
generated by their private key

Encryption protocol

— Open number: prime number p, root of (Z/pZ)* g
— Sender and receiver X, Y select secret key a, b

— X calculates A=g? (mod p) and send it to Y

— Y calculates B=g® (mod p) and send it to X
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DHEgH A (2)

&S TArILHEE)

— XIFRET—HBLWERaZ AT K,=B? (mod p) &8

— YIIRET—SALHWERDERANT Kz=AP (mod p) 5%

— Ky=Kg= g (mod p) EYHBEDEEHED MDD, ChE
BERELTUBORESLIZER

e

— A=g? (mod p) & B=gb (mod p) #ZEELTAFLTE gob
(mod p) & ZEXBECHET S5 ETREDHEFLELL
L

— ZEXBR:GEERICBVTEERTRINDETERRM. 6
1 0(n2)
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DH Key Exchange (2)

Encryption protocol (Contd.)

— X calculates K,=B? (mod p) by received data B and
private key a

— Y calculates Kz=A? (mod p) by received data A and
private key b

— Ky=Kg= g (mod p), thus, it can be used as a
shared key from now on

Security

— Even if A=g? (mod p) and B=g® (mod p) can be
obtained, there is no method to calculate g2® (mod
p) in a polynomial-time

— Polynomial time: calculation time is upper bounded by a

polynomial expression in the size of the input for the algorithm.
Example: O(n2)
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RSARES (1)

AT LISTA—R

— kigFa)T4NTA—E

- p, G: FH, k/2EWH

- a: Z, EXEREDT(Avt—)
AR
- n=pq

— @®(n)=(p-1)(g-1) : ¥15—E%

— e: O(N)EKFBNEDEHYT, O(n)EHEWVNITHLEHK
— de=1 (mod ®(n)) #itit=3dERDH3

— F#E:(n, e)

RSA Encryption (1)

System parameter

— k:Security parameter

— p, g: prime numbers, k/2 bit

— a:. input message in space Z,

Key generation

— n=pq

— ®(n)=(p-1)(g-1) : Euler function

— e: positive integer less than ®(n), coprime to @(n)
— Obtain de which satisfies de=1 (mod ®(n))

— Public key :(n, e)

- WE:d — Private key:d
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RSARE& (2) RSA Encryption (2)
iecald Encryption

- BELETIEXAvE—T%atT B
— /ABA#E:(n, e)

— b=ac(modn) %itHE

— EE{ShizAvE—CbMERSND

®s
— EBTREAVE—TED
- WE#gd

— a’=bd(mod n) EEHE
— a’'=aThdLarER
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— Let a message for encryption be a
— Public key:(n, e)

— Calculate b = a¢ (mod n)

— Cipher b is generated

Decryption

— The message which should be decrypted is b
— Private key :d

— Calculate a’ = b? (mod n)

Confirma’ = a
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RSASES (3)

LMD (' = aTHHLEHER
— b =a°(modn) THIMND
a’ = b? (mod n) = a¢@ (mod n)

— de=1 (mod ®(n)) THEHS
a’ = a(me(n)+1) (mod n)

— CIT, nIZdLCan’REGBRICHEEXITE, A5—DEE

12&Y, a®m =1 (mod n) BHEEMNKITEM5
a’=amal (mod n) = a (mod n)
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RSA Encryption (3)

Proof of correctness (confirm a’ = a)
— b =a¢ (mod n), thus
a’ = b? (mod n) = a¢? (mod n)

— de=1 (mod ®(n)), thus
a’ = amem+1) (mod n)

— Where, if n and a are in coprime relation, by Euler’s
theorem, a®™ =1 (mod n) holds, thus

a’=amal (mod n) = a (mod n)
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RSAKES (4)

. TEMEOH ()
— RIZ, nITRL Tad'FRHEBRICAVEEICE, RRAKHEpH
#HEL, a=pi=ag+qj (0<i<q, 0Sj<p)EZ+5m5
a’ =0 (modp)
a’=a =aq (mod q)

— HEADERER, p*xp=1+g*xq HH

a’= 0*q*xq + aqg*p*xp = (p*i-g*j)*p*xp
= p*i*p*xp = p*i*(1+q*xq) = p*i = a (mod n)
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RSA Encryption (4)

m  Proof of correctness (Contd.)

— Nest, if n and a are not in a coprime relation, there
is a GCD number p, thus we can write a=pi=aqg+qj
(0<i<gq, 0sj<p)

a’ =0 (modp)
a’=a=aq(modq)

— From Chinese remainder theorem, p*xp=1+g*xq

a’= 0*q*xq + aqg*p*xp = (p*i-q*j)*p*xp
= p¥i*p*xp = p*i*(1+q*xq) = p*i = a (mod n)
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FTA5—DEHE (1)

B FAS—DFEE
— a%n EEVIRGERETDHEEIS,
a®m =1 (mod n)
ARYILD
— ZIT, O(n)iEnEk#EDNIZRGEERBOBERERL, A17—
B EEIEND

. FAS—EKDH
— n=6M&E, 1,2, 3,4, 5 6M566LFHHIK, 1£5021E
THEND, O(6)=2
— n=7M&E, 1,2,3,4,5 6, 7M5367EFREHIE, 1, 2,
3,4, 5, 6O6ETHIMD, O(7)=6
— n=p(FEHR)DLE, O(p)=p-1
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Euler’s theorem (1)

m  Euler’s theorem
— When a and n are coprime integers,
a®mn =1 (mod n)
holds.

— Where, ®(n) is a number of coprime numbers to n,
as well as less than n, it is called Euler’s totient
function

m  Example of Euler’s totient function

— When n=6, coprime number to 6 among 1, 2, 3, 4,
are land 5, thus ®(6)=2

— When n=7, coprime number to 7 among 1, 2, 3, 4,
5,6, 7are 1,2, 3,4,5, 6, thus, ®(7)=6

— When n=p(prime number), ®(p)=p-1
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FTA5—DEE (2)

. FAS—DEEHE)
— ZO0OFHM a=3, n=7LF 5L, FAT—BEHO(7)=6
3%(7) (mod 7) = 3% (mod 7) = 729 (mod 7) = 1
(104*7=728)

— ZO0OFH a=7, n=3LTBHE, TA5—BEKO(3)=2

7°G) (mod 3) = 72 (mod 3) = 49 (mod 3) = 1
(16*3=48)
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Euler’'s Theorem (2)

B Euler’s theorem (Contd.)
— Let two prime numbers be a=3, n=7, Euler’s
function is ®(7)=6
3%(7) (mod 7) = 3° (mod 7) = 729 (mod 7) = 1
(104*7=728)

— Let two prime numbers be a=7, n=3, Euler’s
function is ®(3)=2
7%G3) (mod 3) = 72 (mod 3) = 49 (mod 3) = 1
(16*3=48)
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FTA5—DEHE (3)

FAT—DEE
— NAEDBEHTaENEEVHRLEEDBHKELIZLE,
— a®nm=1 (mod n)

FAZ—DEEDIEH

— NEEWVNZRENUTOEDERDESE B={b;, b,, ...,
bom} £ET%

- ZOEEDERITTNThatRLI-EEAIL, A={ab,,
aby, ... , @b }E%. aknFEWNZHRTHENS. £E
A BIZiEENELIZEEZIT—BIL, BRTOBELENBVTE
Ly

— BOEXROWEPLT MIE, P=Pa®" (mod n)

— nEPIEBEWVICHRTHDM D, a®™=1 (mod n)
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Euler’'s Theorem (3)

Euler’s therem

— Let n be positive integer, and a and n are coptime
numbers,

— a%MmM=1 (mod n)

Proof

— Let a set of positive integers less than n, and
coprime to eachother be B={b,, by, ... , bpg)}

— A set multiplied a to the above is A={ab,, ab,, ...,
abg,}. Since a and n are coprime each other,
elements of set A,B are equal under modulo n, thus,
muliplied elements are equal.

— Let multiplied elements of B be P, P=Pa®™ (mod n)
— nand p are coprime each other, a®™=1 (mod n)
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RSAREE D (1)

RSARES D B AR #7E5UEH]

— HHMp, ght p=9010279, q=9623083 D&

— n=pq=9010279*9623083 =86706662670157

— ®(n)=(p-1)(g-1)=9010278*9623082
=86706644036796

— @(n)=86706644036796& R ERICHDIBDAHIELT
e=184436886841

— ed=1 (mod ®(n)) L%55HdEERETRDD

— d=70276475859277

— BAS(e,n)=(184436886841, 86706662670157)
— NEFBEDIFEBEXITHLT, x2 (mod n) 1Z&>THS1E
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Example of RSA (1)

Concrete example of RSA

— When prime numbers p, gare p=9010279,
g=9623083

— n=pq=9010279*9623083 =86706662670157

— ®(n)=(p-1)(q-1)=9010278*9623082
=86706644036796

— Example of number which is coprime to
@(n)=86706644036796 is e=184436886841

— Obtain d which satisfies ed=1 (mod ®(n))

— d=70276475859277

— Public key(e,n)=(184436886841, 86706662670157)
— Encrypt a positive number x less than n by x¢ (mod

n)
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RSARES DA (2)

RSAHE S N B {KE7 $fE 5]

— %F#p, gh* p=13, q=5

— n=pg=13*5=65

— O(n)=12*4=48L % THHHDHle=11

— 11d=1 (mod 48) L% 5dEEHBRETRDS

- d=13

— AFE#(e,n)=(11,65)

— WE#dJ=13

— xe (mod n)=211 (mod 65) =2048 (mod 65) = 33

— 88I1% b? (mod n) = 3313 (mod 65)
OB RTFHETATRE
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Example of RSA (2)

Concrete example of RSA

— Prime numbers p, g are p=13, g=5

— n=pg=13*5=65

— A number e which is coprime to @(n)=12*4=48,
e=11

— Obtain d which satifies 11d=1 (mod 48)

- d=13

— Public key (e,n)=(11,65)

— Private key d=13

— x© (mod n)=211 (mod 65) =2048 (mod 65) = 33

— Decryption b? (mod n) = 3313 (mod 65)
Difficult to calculate by hand
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RSAREE D1 (3)

RSARE & 0 B A7 $ B 51

— F#p, gt p=11, g=3

— n=pg=11*3=33

— @O(n)=10*2=20LFTHHHDfle=7

— 7d=1 (mod 20) L15dEEBRETRDS

— d=3

— AR (e,n)=(7, 33)

- WEHI=3

— B§B1ElX, xe (mod n) = 37 (mod 33) =2187 (mod
33)=9

— 88I1%, b?(mod n) =93 (mod 33) = 729 (mod 33)
=3 (EETER)
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Example of RSA (3)

®  Concrete example of RSA

— Prime numbers p, g are p=11, g=3

— n=pg=11*3=33

— Coprime number e=7 to ®(n)=10*2=20

— Obtain d which satisfies 7d=1 (mod 20)

- d=3

— Public key (e,n)=(7, 33)

— Private key d=3

— Encryption , x¢ (mod n) = 37 (mod 33) =2187 (mod
33)=9

— Decryption, b? (mod n) = 93 (mod 33) = 729 (mod
33) = 3 (done)
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n FIR)DFERDHER

RSAREE D (4)

a’ = b? (mod n) = a¢? (mod n)
— b (mod n) = 93 (mod 33) = 729 (mod 33) = 3
— a% (mod n) = 3(7*3) (mod 33) = 321 (mod 33) =
10460353203 (mod 33) = 3
316980400*33=1046353200
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Example of RSA (4)

®  Confirmation of example (3)
— a’=b? (mod n) = a=@ (mod n)
— b (mod n) = 93 (mod 33) = 729 (mod 33) = 3
— a (mod n) = 3(7*3) (mod 33) = 321 (mod 33) =
10460353203 (mod 33) = 3
316980400*33=1046353200
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ElGamalig s (1)

ElGamalf§ % (EIGamal Encryption)

— FBARELHOESRBEENEETHIILERLHED
RILE L= A BREERE S (1984)

— Diffie-HellmanB £ HA X TRA LA KE LR HESHE

SBiE

EEAHX
— RER
- KERGT, HBghFRHHNDGHKEVRTHILDEER
- GDEMT g &SR
o X%{0,..., g—1} DIV LITES
e h=g¢¥3
- SNB#:(G,q,9,h), EH:x
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ElGamal Encryption (1)

®  ElGamal Encryption

— Public key encryption based on difficulty of discrete
exponential problem of a group with large order
(1984)

— Cipher communication using random number which

is used in Diffie-Hellman key exchange
®  Encryption method

— Key generation

= Cyclic group G with order g which is prime
number and k bit

- Select element g of G, and x from {0,..., g—1}
e h=gx
= Public key :(G,q,g,h), Privete key:x
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ElGamalig g (2)

. BESAX(EE)

- BSit
> GOTEMEFEXELTRITES
e r&{0,..., qg-1}DBIUH LITER
. ¢; =9, c,=mh" %5t &
- BEX: (c;C5)

- #5
e m=c, (c)! TEX%HE5

n EeH
- m’=¢,(c/)t =m () ((g))!=m
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ElGamal Encryption (2)

Encryption method (Condt.)
— Encryption
« Receive element m of G as a message
« Chose r from {0,..., g—1} randomly
= Calculate ¢, = g7, c,=mh"
= Cipher message: (¢, C,)
— Decryption
s m=c, (c;)?

Correctness
- m’ =y (cp)t = m (@) ((g)) = m
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e B RIS S

m  FEMA#REES (Elliptic Curve Cryptography: ECC)

— MR EDOBEEOY M RE (EC-DLP) 2R M DRMET
S

— E#%%-35— (Victor Miller) £=—)L-a71)vY (Neal
Koblitz) »%87 (1985)

— tEFRSA, DSAZEM MR L TEHEL/-#EMDSA (EC-
DSA), DHE## A EEMELI-EADHLEE

— EC-DLPZECEIEHMBIMMETILIVXLITRER

— RSABELLARTRLALOZTEMELYENRTERRTE,
WMEEELENZEA A YE

— HEAEROAEXE E=y?+a xy+asy=x3+a,x?+ax+ag
IFE-REICBALTHELGT CEENA
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Elliptic Curve Cryptography

Elliptic Curve Cryptography: ECC

— Based on safety of Elliptic Curve Discrete
Logarithmic Problem 9EC-DLP)

— Invented by Victor Miller and Neal Koblitz (1985)

— EC-RSA, EC-DSA in which DSA is defined on elliptic
curve, EC-DH in which DH key exchange is defined
on elliptic curve

— Semi-exponential functional time algorithm to solve
EC-DLP is not found

— Same level security with RSA with shorter key,
faster processing

— Utilize characteristics that elliptic curve function
E=y?+a;xy+asy=x>+a,x?+a,x+a; makes a group
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RSAES D& A

B RSAEESDIGH
— NATYIRAR
— Transport layer security
— IPsec
— PKI

n FEAERES O A

— REERH
- EBRO7IIVT—lavIzlFRER
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Application of RSA

Application of RSA

— Hybrid method

— Transport layer security
— IPsec

— PKI

Application of elliptic curve encryption

— Under standardization work
— Not yet used for real applications
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