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HEREES AR

B ESEEESICRLEERLS
— HEEIEEICMIEATRE
— RBETH0IE#ICEK
- RORX-EBICIENLE
— EEENEALLBOFHELEM

. RREAGHERESHR
— DES (Data Encryption Standard), )7 JLDES
— FEAL
— PGP
— AES (Advanced Encryption Standard)
— Camellia
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Common Key Crypt System

Same key is used for encryption and decryption
— Relatively high speed

— Suitable for large capacity transfer

— Needs care for key delivery and management

— The number key increases depends on the number
of member

Typical common key crypt system

— DES (Data Encryption Standard), Triple DES
— FEAL

— IDEA

— AES (Advanced Encryption Standard)

— Camellia
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DES (1)

n KEQBESEERE
— 19765FEIZ#F (NBS) N7 AHERED LK EHIER
WMIBIZHE (FIPS) ELTERA
— BEvVhDE
— ABITKVIBMORE#RA
— & FeisteliEE

. JOvomEs
- BEREVFROEXEAN, ALERSOEEXEHN
— 7AvYR64EYR(BEYR/NYT 1)
— 16DWNEIFE(TVIUR)
— Feisteligii: 32E v D25 BSN B ONEEHES
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DES (1)

US old encryption standard

— NBS adopted as a federal information processing
standard (FIPS) in 1976

— 56 bit key
— Adopt IBM proposal from public
— Balanced Feistel structure

Block cipher

— Input fixed bit message, output same length crypt
— Block length 64 bit (8 bit parity)

— Round number: 16

— Feistel structure: two separated 32 bit
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DES (2)

Cipher
Text
64bit
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DES (2)

B Feistel structure

Cipher
Text
64bit
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DES (3)

m  FeistelB% (FREA%)
— Expansion: 32Ewh#48E whZHhik
— Key mixing: 48EvrD 3 R§EExpansiontt IMXOR
— Substitution: 8AMGE kM S8EMDAE YRET—T LSHR
— Permutation: Substitutiont} A132EwhZE IRz

n BRTTa—)L
— SUOURREER
— Permuted Choice 1 (PC-1): 64Evrhb56E vhEHIH
— Permuted Choice 2 (PC-2): PC1D¥ 5 M i524E v NER
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DES (3)

m  Feistel function (F function)
— Expansion: 32 bit to 48 bit
— Key mixing: XOR with 48 bit round key and
Expansion output
— Substitution: from 8x6 bit to 8x4 bit by table
— Permutation: Substitution output by relocate 32 bit

m  Key schedule
— Generate round key
— Permuted Choice 1 (PC-1): extract 56 bit from 64
bit
— Permuted Choice 2 (PC-2):select 24 bit from half of
PC1
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DES (4)

n RL-YRE
- BOLYS2EEETHT FiE
- 1FYTTORESEERMEND, BEES6E VNI
— 19994 |ZIE22B5 I TR

. EEREE
- EN@HUE (247)
e EESNFEZEHODZOOTEXDMEAL, BESXDH
DEZHEL, TORTIOMETH/Z—VEFKR
— WRmREEQRS)
- BSEEROBIALXERR
— Davies' attack (25°)

- BEBRMICHRESE
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DES (4)

B Brute force attack
— Try all values of possible key
— Set key length to 56 bit for implementation by 1chip
— Could solve by 22 hours in 1999

B Fast attack
— Differential cryptanalysis (247)

= Use fixed differential two messages, find
stochastic pattern from distributions

— Linear cryptanalysis(243)

« Find linear approximation for encryption
— Davies' attack (25°)

= Calculate empirical distribution
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DES (5)

~JZILDES
— DES%BR%ZZTIEBEYRT
* C = encrypt,s(decrypt,,(encrypt,;(P)))
e P:EX
- C:F5S
- ki
— ®EIF112E vk, 168E vk
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DES (5)

m  Triple DES
— Repeat DES three times by changing key length
- C = encrypt,s(decrypt,(encrypt,, (P)))
= P: message
= C: cryptgaph
= ki: key
— Key length are 112 bit, 168 bit
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FEAL

FEAL (Fast data Encipherment Algorithm

— ICh—FZn8EvrI (/a7 O0teyY LDV IR I T REIC
BEtESN BB 7TV L

— NTTABA$(1987), 64E vk, 128 vrD#EZEHEA

— FEAL-8l%, DES&Y1EiE

— FEAL-N/NX (N:E&#(, N:f2R64E vk, NX:f#2E128Ewh)

— R#IXFEAL-32X

— FEAL-32(32°9CEskml B

hitp://ja.wikipedia.org/wiki/FEAL
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FEAL

B FEAL (Fast data Encipherment Algorithm

— Designed for software implementation on 8 bit
microprocessor such as IC card

— Developed by NTT(1987), key length 64bit, 128 bit
— FEAL-8 is fastger than DES
— FEAL-N/NX (N:round, N: key length 64 bit, NX: long

key length 128 bit) -
— Now FEAL-32X c
— FEAL-32 can be e
solved at 29°
= ee
S L
http://ja. W\I:l\p.':d.la org/wiki/FEAL
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IDEA

International Data Encryption Algorithm
— A IEEBETT)r— 3 (PGP)TERA
— James L. Massy, Xuejia Lai (1992)

- 7ovyRe4Evk, #R128E vk, 850K
- FEEAFAICONTIZIEH

— HEFHRM20114

PGP (Pretty Good Privacy)

— Philip Zimmermannhf%. ARLIBESYIrI7
— PGP Corporation (2002), Symantec (2010)

— WindowsIRETEFAMILEIEEIL

http://www.cla-ri.net/pgp/
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IDEA

B |International Data Encryption Algorithm

— Used by mail encryption application (PGP)

— James L. Massy, Xuejia Lai (1992)

— Block length 64 bit, Key length 128 bit, 8 round
— Free for non-commercial use

— Patent expired in 2011

B PGP (Pretty Good Privacy)

— Developed by Philip Zimmermann
— PGP Corporation (2002), Symantec (2010)

— E-mail is encrypted in Windows environment
http://www.cla-ri.net/pgp/
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AES (1)

AES (Advanced Encryption System)

— KREEMLRERMRARANIST)NASE

— Rijndael (3125 —IL) = T4t k-S54 A (Vincent
Rijmen) + 37> -4 —4> (Joan Daemen) (2000)

— #E(F128E vk, 192Ewh, 256E vk, TOvSE128E
STUR$10,12,140DSPN#EE

— EMRLANIZISR (WPA2)

FR S S RENESSIE, B AR SiHRECRYPTRECTRA

FIUR

— 8Ewh£4x41T5IICERE

— 15 F0O#EIE, SubBytes(), ShiftRows(),
MixColumns(), AddRoundKey()

AES (1)

AES (Advanced Encryption System)
— NIST called for proposal
— Rijndael = Vincent Rijmen + Joan Daemen (2000)

— Key length 128, 192, 256 bit, block length 128 bit,
round number 10, 12, 14 SPN structure

— Applied to wireless LAN (WPA2)

— European encryption standard NESSIE, Japanese
encryption standard CRYPTREC

round

— 8 bit are placed to 4x4 matrix

— 15 FDO#EIE, SubBytes(), ShiftRows(),
MixColumns(), AddRoundKey()
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EELT7ILTYR L Encryption algorithm

— SubBytes(): THINEHRTHLEL/(FTEVMEE, x8%
BEXHETIEERICHLTEREZHEL, EEDTHTT
T4 ZEHE. S-BoxDIRE ALIR(ZHE Y.

— ShiftRows(): #/ /R TREELE. FFRTOEENLE
IZH Y. 4x4ADFTAHRICHLTITS.

— MixColumns(): 4x4DFNAMICHLT, THEERIE S0
b

— AddRoundKey(): 4x41T5IDEREICHLERED PR
BEHEHE

NISTIZHE T2 AR E
— http://csrc.nist.gov/CryptoToolkit/aes/
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— SubBytes(): bit transfer by byte unit, calculate
inverse operator for polyinomial having x8 as the
highest order, corresponds to S-Box transfer

— ShiftRows(): rotation at several byte unit. Non-
linear transfer operated to 4x4 raw

— MixColumns(): matrix applied to 4x4 column

— AddRoundKey(): XOR operation to element of 4x4
matrix with common key

Open documents at NIST
— http://csrc.nist.gov/CryptoToolkit/aes/
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Camellia (1)

NTTE=ZEBHNERBAKLI-TOVIIES (2000)

— BE128Evk, 192E vk, 256E vk, FOvSE128E Wk,
SOUREIT18E:, 248

— Feistel##&

— AEStRZENZRLMH

— EAREHIFILEME{E(001)

IETFTR#(LE

— Algorithm: RFC3713, RFC5528
— S/MIME: RFC3657

— XML Encryption: RFC4051

— SSL/TLS: RFC4132, RFC5932
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Camellia (1)

Block cipher developed by NTT and Mitsubishi electric

(2000)

— Key length 128, 192, 256 bit, block length 128 bit,
round numbers 18, 24 steps

— Feistel structure

— Same level safety as AES

— Basic patent is free (2001)

IETF standardization

— Algorithm: RFC3713, RFC5528
— S/MIME: RFC3657

— XML Encryption: RFC4051

— SSL/TLS: RFC4132, RFC5932
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Camellia (2)

m  S/MIME (Secure/Multipurpose Internet Mail Extensions)

— MIMETHTEILELI-BF AL DARBA XL LESL
ETURIERITRET HIRERIE

— BFAILYILDEOICESRiTEEof-tX 1) 741
R, BEXOTLE(REML), RIETOERMHLE(TIH
LVEBLER), To3AN—eT—20OBEREMSSILER))
iRt

— MIME#%4 7 application/pkcs7-mime(smime-type
“enveloped-data”) #ALNTT —40BESILShI=TIHIL
HEFZER

— BIEXLAIIEES1ESh, KLy Tapplication/pkes7-mime
DMIMEI T4 TAITHASNAHCMSOEX TSN D
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Camellia (2)

m S/MIME (Secure/Multipurpose Internet Mail Extensions)
— Standard related to encryption and digital signature
by common key algorithm for e-mail capusled by

MIME

— Provides security (certification, falsification
protection), using encryption for e-mail, prevension
of denial using digital signature, privacy and
security

— MIME type: application/pkcs7-mime(smime-type
“enveloped-data™)

— Message is encrypted, stored in MIME entity of
application/pkcs7-mime
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Camellia (3)

B SSL (Secure Sockets Layer)
- EFAT—EBRSNDBENHOTORIIL
— Transport Layer Security&EEIEN S
— HBREEESICEOEESEERE (X RkME, OHER, O
W7B) Ff-Camellia, SEEDZ&ET

Sl x o o o o
RC2 O o o o x
RC4 [©] o o [e] o
IDEA O ) [} O X
DES o o o o x
FJZILDES | O O © © O
AES X X A o ©
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Camellia (3)

B SSL (Secure Sockets Layer)
— Communication protocol required security
— Called Transport Layer Security

— Provides encryption based on common key system
(% :no, O:option, @:mandatory) includes Camellia and SEED

BSEEL x o o o o
RC2 O o o [} x
RC4 [©] o o [e] [¢]
IDEA O ) [} O X
DES o o o o x
FJZILDES | O O © © O
AES X X A (e} ©
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WPA

B Wi-Fi Protected Access (WPA, WPA2)
— Wi-Fi Alliance ASSRELI=EF2YT1FOMaL
— Wired Equivalent Privacy (WEP) D Hfs551% %1%

= WPA
— RCARN)—LEES, #R128E vk, MHHEIRILABE vk

m WPA2

— AESEEEA—XMN7 /LI XL CCMP (Counter Mode
with Cipher Block Chaining Message Authentication
Code Protocol)
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WPA

B Wi-Fi Protected Access (WPA, WPA2)
— Security protocol provided by Wi-Fi Alliance

— Remedy for weakness of Wired Equivalent Privacy
(WEP)

. WPA

— RC4 stream encryption, key length 128 bit, initial
vector 48 bit

. WPA2

— CCMP (Counter Mode with Cipher Block Chaining
Message Authentication Code Protocol) algorithm
based on AES
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IPsec (1)

IPSec (Security Architecture for Internet Protocol)

- BSEWEAVTIP/N 7 Yy TT—2OBEM L ORE
HaEERftI 270l

— BSIEYR—IL TRV RR—FEOT T r—ay
ERAVTH, BERORPTEENTERERONYRES
NBHIEEMHIETES

MR

— AH (Authentication Header) [Z&25E2 1, REFHE

— ESP (Encapsulated Security Payload) I2&%T—4i55
EEOEF2YFs7OMaL

— IKE (Internet Key Exchange protocol) &2k 283
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IPsec (1)

IPSec (Security Architecture for Internet Protocol)

— Protocol provides preventing falsification and
security at IP packet unit using encryption
technology

— Even at transport layer and application which do not
support encryption can have encryption function

structure

— AH (Authentication Header) provides
authentification

— ESP (Encapsulated Security Payload) provides
security protocol for data encryption

— IKE (Internet Key Exchange protocol) gives key
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IPsec (2)

IPsech ER B X T L
— Windows

= 2000/XP/Vista IPv4, IPv6
— Mac OS X

= L2TP/Ipsec: KAME
— BSD

= FreeBSD, NetBSD: KAME
— Linux

« |IPv4, IPv6 IKE: racoon
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IPsec (2)

System where IPsec can be used
— Windows

= 2000/XP/Vista IPv4, IPv6
— Mac OS X

= L2TP/Ipsec: KAME
— BSD

= FreeBSD, NetBSD: KAME
— Linux

= IPv4, IPv6 IKE: racoon
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