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— EUF-CMA: Existential Unforgeability against Adaptive Chosen
Message Attacks
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Digital Si

B Definition
— Electronic signature given to digital document

B Characteristics
— Purpose is Personal identification, prevent
falsification
— Digital signature based on Public key encryption
e RSA, DSA, ECDSA
e Japanese law for digital signature

B EUF-CMA: Existential Unforgeability against Adaptive Chosen
Message Attacks

i -BESIEi% / Coding Theory and Cryptography




B EFERETI
— BAERTILOUXL
e EXMNVERI—YHIFER
e TX)TAINTGA—RZFEHELTAA
o NHBEMEREZL N

— BRERTILTIRL
e NHARGRIIRB)ZMAIZARK
e MEREZRB)EAYE—VFEMTILIAYXLIZAL
e Iyt—VICKRTELERBNDERANETH N
— BEE7ITIVRL
e Ayt—TULEBRERXEZIE
e NHBEZRAVWTERAXLEINE>NETIREL

im-FE S / Coding Theory and Cryptography




Digital Si

B Digital signature model

— Key generation algorithm
e User who requires signature uses
e Input security parameter randomly
e Output public and private key

— Signing algorithm
e Open public (verifying) key to others
e Input message and private (signing) key
e Output signature to message

— Verifying algorithm
e Recelve message and signature
e Verify by public key, message and sighature
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Verification of

Trusted third party is required to open public key

Ways to correspond public key to its owner

— Trusted Third party open table showing each ID and
public key

Trusted third party operates certificate authority,
uses framework of PKI(Public Key Infrastructure) to
match personal ID and public key

Example of certificate authority: MS Internet explorer
— Tool — Internet Option — Content — Certificate
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FA1TRELE 4 (issuer)
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Verification of

ITU-T X509 Certificate format

— Version 1 item (mandatory)
e Version

e SerialNumber

e Signhature.algorithmldentifier
e Issuer

Validity
Subject
SubjectPublicKeylnfo
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— Version 3B (1EE)
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e REZE!XMEETRRA >k (cRLDistributionPoints) % &
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Verification of

B ITU-T X509 Certificate format (Contd.)
— Version 2 item (option)
e |ssuerUniquelD
e subjectUniquelD
— Version 3 item (option)
e keyUsage
« certificatePolicies
e cRLDistributionPoints
e Etc.
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B RSA sighature
— Signature algorithm based on RSA problem

— Not safe Iin terms of EUF-CMA

B ElGamal sighature
— Based on discrete exponential over group
— EXxpected to be EUF-CMA safety, but unknown

B DSA signhature
— Variation of ElIGamal signature, USA NIST standard,
safety is the same situation
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B Schnorr signature

— EUF-CMA safety is shown based on difficulty of
discrete exponential problem over group and oracle
hypothesis

— Similar efficiency with ElGamal signature

B “Random oracle”

— ldealistic concept that hash function behave
sufficiently in random

Random oracle hypothesis is the one that random
oracle exists

Random oracle does not exist in practice
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B Cramer-Shoup signature

Efficient and sage without idealistic hypothesis like
random oracle

EUF-CMA safety with strong RSA assumption

Signature generation and verification can be done
with several times larger complexity than RSA

B ECDSA signhature

Elliptic Curve DSA

Equation of elliptic curve
E=y?+a,xy+ay=x3+a,x?+a,x+ag will be a group
over addition and multiplication

Define DSA on elliptic curve
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B RSA Securitytt
— BAFILE-YRZX (Ron Rivest), 77437 (Adi
Shamir), LA 3 J)Lk-T—FI)L<> (Len Adleman)

| RSAFI:!EJEI’E
— MO REZEVERBDRRER 7 FERIEHL E##
— RSA-129 [zE(Rivest, 1970)
e 129HTDHM2EDFREP, QDIRITHZOTLVS
e RHEP, QFEKROHBHICIEIEXRGZETERFREANND

. 114381625757888867669235779976146612010218296721242362562561842935706935245733
897830597123563958705058989075147599290026879543541
=(3490529510847650949147849619903898133417764638493387843990820577)*
(32769132993266709549961988190834461413177642967992942539798288533)
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B RSA, Security division of EMC
— Ron Rivest, 77437, Len Adleman

B RSA problem
— Difficulty of prime number factorization to a large

order number
RSA-129 problem (Rivest, 1970)

129 order number is created with two prime
numbers P and Q

Needs immense computational time to obtain
prime numbers P, Q

114381625757888867669235779976146612010218296721242362562561842935706935245733
897830597123563958705058989075147599290026879543541
=(3490529510847650949147849619903898133417764638493387843990820577)*
(32769132993266709549961988190834461413177642967992942539798288533)
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RSA hypothesis

I A |

B Definition of RSA problem

— Search m which satisfy c=m¢& (mod N) from given
(N,e,c)

B Definition of RSA hypothesis

— Efficient algorithm to solve RSA problem does not
exist

RSA hypothesis

(N, e, c)—| hard — M
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RSA

B RSA encryption
— Public key for encryption, private key for decoding
e Message m— public key e (encryption) —cipher
cl
e Cipher cl—private key d(decoding) —message m

c,=m°(mod N) m=c/(mod N)

B RSA sighature
— Private key for generation, public key for verification
e Message —private key(generation) —signature
e signhature—public key(verification) —message
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gnature (1)

ElGamal signature is different from ElGamal encryption
System parameter
— H:mathematically safe hash function

— p: large prime number which has difficulty of
discrete exponential problem over integer group Z,

*

— g: random prime root of Z~

Key generation

— Select integer x (1<x<q) randomly
— y=g*mod p

— Public key is (p,q,Yy)

— Private key iIs X
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r = g mod pZitE
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Signature generation
Let a message be m
Select k with O<k<p-1 and gcd(k,p-1)=1 randomly
r = gk mod p
s = (H(m) - xr) k1 mod p-1
If s=0, change k
Integer pair (r, s) is signature for m

Signature verification (message m and signature (r, S))
— Verify O<r<p and 0O<s<p-1

— Verify gH™m = y" rs mod p

— If both hold, accept
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Variation of ElIGamal signature, short length signature
System parameter

— H: mathematically safe hush function

— P, g: prime numbers, q is a divisor of p-1

— g: element of order q of Z,”

Key generation
Select integer x (0<x<p-1) randomly
Select integer k (O<k<q) randomly
y=g* mod p
Public key is (p,q,9,Y)
Private key is [&x
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Signature generation
Let a message be m
Select integer k (O<k<q) randomly
r = (gk mod p) mod q

s = (H(m) - xr) k1 mod g

Integer pair (r, s) is signature for m
Signature verification
— t=(H(m)s?1) mod g, u=(rs1) mod q
— Verify r = (gt yY mod p) mod ¢
— If it holds, accept
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B Hash function

Calculation method to generate fixed length pseudo
random number for given original message

Generated value is called “hash value”

Sometimes called “Message digest”

B Application of hash function

— When send and receive data through communication
channel, by comparing hash values at two piers,
falsification of data can be checked

— It includes irreversible function, an original
message cannot be reproduced from hash value

— Help encryption and digital signature

Ui s
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Combination of Digital Signature
and Hash Function

B Combination of RSA signature and hash function
— Signature generation

e message—hash value—private key (signature
generation) —signature

— Signature verification

e Signature—public key (signature verification)
—hash valuel

Message—hash value2
Compare hash value 1 and hash value 2
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B EFEARVEAERFHICET 5EEF(2000)
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1024bitkl £

1024bitLl £, #&R3EF Ny A BEEIESHA-1
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160bitLl £
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Japanese law for digital signature and certification
operation (2000)

— Estimation of true existence of electronic record
— System for special certification operation
Special certification operation

— Define certification target, criteria, duty to keep
record, update period

>1024bit

>1024bit, power=8 Hash function is
for verification SHA-1
>1024bit

>160bit

-fE S % / Coding Theory and Cryptography




