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Digital Signature (1)

Definition
— Electronic signature given to digital document

Characteristics

— Purpose is Personal identification, prevent
falsification

— Digital signature based on Public key encryption
= RSA, DSA, ECDSA
= Japanese law for digital signature

EUF-CMA: Existential Unforgeability against Adaptive Chosen
Message Attacks
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Digital Signature (2)

Digital signature model
— Key generation algorithm
= User who requires signature uses
« Input security parameter randomly
= Output public and private key
— Signing algorithm
= Open public (verifying) key to others
= Input message and private (signing) key
= Output signature to message
— Verifying algorithm
= Receive message and signature
= Verify by public key, message and signature
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Verification of public key (1)

B Trusted third party is required to open public key

B Ways to correspond public key to its owner

— Trusted Third party open table showing each ID and
public key

— Trusted third party operates certificate authority,
uses framework of PKI(Public Key Infrastructure) to
match personal ID and public key

m  Example of certificate authority: MS Internet explorer
— Tool — Internet Option — Content — Certificate
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B ITU-T X5090FEBAZE 7+ —< vk
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- HHHB(validity)
- #WFEITE S (subject)
- ABI%ETER(subjectPublicKeylinfo)
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Verification of public key (2)

B |TU-T X509 Certificate format
— Version 1 item (mandatory)

= Version
« SerialNumber
= Signature.algorithmldentifier
« lIssuer
= Validity
= Subject
« SubjectPublicKeylnfo
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NFEBOFREE (3)

B ITU-T X509MFEBHE T+ —T v (&)

— Version 2I5E (&)
- BIERDAT YD (issuerUniquelD)
- WHRTENDAIZYMID(subjectUniquelD)

— Version 3lBE(EE)
- BOFAEBM (keyUsage)
- SEBAERY S —(certificatePolicies)
- BEZE!YXNER#HRA 2 (cRLDistributionPoints) &
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Verification of public key (3)

ITU-T X509 Certificate format (Contd.)
— Version 2 item (option)

= issuerUniquelD

« subjectUniquelD
— Version 3 item (option)

= keyUsage

= certificatePolicies

= cRLDistributionPoints

- Etc.
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Signature Algorithm (1)

RSA signature
— Signature algorithm based on RSA problem
— Not safe in terms of EUF-CMA

ElGamal signature
— Based on discrete exponential over group
— Expected to be EUF-CMA safety, but unknown

DSA signature
— Variation of EIGamal signature, USA NIST standard,
safety is the same situation
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Signature Algorithm (2)

Schnorr signature

— EUF-CMA safety is shown based on difficulty of
discrete exponential problem over group and oracle
hypothesis

— Similar efficiency with EIGamal signature

“Random oracle”

— ldealistic concept that hash function behave
sufficiently in random

— Random oracle hypothesis is the one that random
oracle exists

— Random oracle does not exist in practice
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Signature Algorithm (3)

Cramer-Shoup signature

— Efficient and sage without idealistic hypothesis like
random oracle

— EUF-CMA safety with strong RSA assumption

— Signature generation and verification can be done
with several times larger complexity than RSA

ECDSA signature

— Elliptic Curve DSA

— Equation of elliptic curve
E=y?+a,xy+azy=x3+a,x?+a,x+ag will be a group
over addition and multiplication

— Define DSA on elliptic curve
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RSA problem

B RSA, Security division of EMC
— Ron Rivest, 771237, Len Adleman

B RSA problem
— Difficulty of prime number factorization to a large
order number
— RSA-129 problem (Rivest, 1970)
= 129 order number is created with two prime
numbers P and Q
= Needs immense computational time to obtain
prime numbers P, Q

11438 997614661
8978305971
= 6500491478496 417 )
(327691 10083446141317;

6721 33
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RSA hypothesis

m  Definition of RSA problem
— Search m which satisfy c=me (mod N) from given
(N,e,c)

m  Definition of RSA hypothesis
— Efficient algorithm to solve RSA problem does not

exist

RSA hypothesis
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RSA Encryption and Signature

B RSA encryption
— Public key for encryption, private key for decoding
= Message m— public key e (encryption) —cipher
cl
« Cipher c1—private key d(decoding) —message m

c,=m°(mod N) m=cf(mod N)

B RSA signature
— Private key for generation, public key for verification
= Message —private key(generation) —signature
= signature—public key(verification) —message
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ElGamal Signature (1)

ElGamal signature is different from ElGamal encryption
System parameter
— H:mathematically safe hash function

— p: large prime number which has difficulty of
discrete exponential problem over integer group Z,"

— g: random prime root of Z,*

Key generation

— Select integer x (1<x<q) randomly
— y=g*mod p

— Public key is (p,g,y)

— Private key is x

#SIEiR-FE SR / Coding Theory and Cryptography 26

ElGamalZ% (2)
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ElGamal Signature (2)

Signature generation

— Let a message be m

— Select k with 0<k<p-1 and gcd(k,p-1)=1 randomly
— r =gkmod p

— s = (H(m) - xr) k! mod p-1

— If s=0, change k

— Integer pair (r, s) is signature for m

Signature verification (message m and signature (r, s))
— Verify O<r<p and O<s<p-1

— Verify g™ = yr rs mod p

— If both hold, accept
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DSAZE % (1)

ElGamalE&NEMR T, EARMNEL
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— WERIEIX
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DSA Signature (1)

Variation of EIGamal signature, short length signature
System parameter

— H: mathematically safe hush function

— p, g: prime numbers, q is a divisor of p-1
— g: element of order q of Z,”

Key generation

— Select integer x (0<x<p-1) randomly

— Select integer k (0O<k<q) randomly

— y=g*mod p

— Public key is (p,q,9,y)

— Private key is [&x
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DSAE% (2)

n ERER
- EETBEXEMET D
— O<k<QiBBHKESUH LITER
— r = (gkmod p) mod q £5E
— s = (H(M) - xr) k! mod q&&t&E
— BEOM (r, s)AmIZHTEERELD
n ELREE
— t=(H(m)s™) mod g, u=(rs't) mod q
— r = (gty" mod p) mod q MESHEENDD

DSA Signature (2)

®  Signature generation
— Let a message be m
— Select integer k (0O<k<q) randomly
— r = (g mod p) mod q
— s = (H(M) - xr) k! modq
— Integer pair (r, s) is signature for m
B Signature verification
— t=(H(m)s™) mod g, u=(rs't) mod q
— Verify r = (gt y* mod p) mod g

— BIThIEzE — If it holds, accept
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®  Hash function

— Calculation method to generate fixed length pseudo
random number for given original message

— Generated value is called “hash value”
— Sometimes called “Message digest”

®  Application of hash function

— When send and receive data through communication
channel, by comparing hash values at two piers,
falsification of data can be checked

— Itincludes irreversible function, an original
message cannot be reproduced from hash value

— Help encryption and digital signature
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Combination of Digital Signature
and Hash Function

B Combination of RSA signature and hash function
— Signature generation

« message—hash value—private key (signature
generation) —signature

— Signature verification

= Signature—public key (signature verification)
—hash valuel

= Message—hash value2
= Compare hash value 1 and hash value 2
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BFELRUBI XTI 5i%2(2000)

- BHMNEROEELHKIOETE

- BERIEKCETIREDHIE
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- REOXNR, REOEE, REBOREES, REOEHY
HEERE

RSA 1024bitLl £
ESIGN 1024bitLl k£, REEA Ny BBIESHA-1
2 4 s
DSA 1024bitLl £
ECDSA 160bitLl E
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Digital Signature Law

Japanese law for digital signature and certification

operation (2000)

— Estimation of true existence of electronic record

— System for special certification operation

Special certification operation

— Define certification target, criteria, duty to keep
record, update period

RSA >1024bit
ESIGN >1024bit, power=>8 | Hash function is
for verification SHA-1
DSA >1024bit
ECDSA >160bit
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